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Executive Summary

Background

Space-based applications, i.e. earth observa-
tion, navigation and SatCom, are crucial to
increasing the efficiency and effectiveness of
operations conducted by the European Civil
Protection (CP) community. Major emergen-
cies, in particular, have exposed shortfalls in
the availability of telecommunications capac-
ity in their aftermath (e.g. Hurricane Katrina,
the Haiti earthquake and the Pakistan floods).
Terrestrial communications are often unavail-
able during such emergencies. In rescue and
relief operations, early response capability
and the re-establishment of telecommunica-
tion links are of utmost importance for saving
lives. Satellite communication systems pro-
vide a robust network that is largely unob-
structed by events on the earth’s surface. In
both coverage and capacity, they can re-
spond to disaster situations more flexibly
than terrestrial systems. Thus, the use of
satellite communications allows CP agencies
to improve their overall operational capabili-
ties. Nowadays satellite communications are
widely recognised by CP agencies as provid-
ing a resilient, complementary solution that
can increase their effectiveness not only for
command and control but also for delivering
information derived from Geographical In-
formation Systems (GIS). In addition, satel-
lite communications can contribute to asset
tracking systems, which in turn depend upon
the use of satellite earth observation and
navigation services. Even though a previous
ESA survey of European CP agencies con-
firmed the value of satellite services, various
practical problems have restricted their wider
use. Firstly, there are difficulties in obtaining
sufficient bandwidth at short notice, due in
part to competition with other customers
(e.g. the media) and difficulties in coordinat-
ing multiple users and suppliers. Secondly,
the costs of satellite services are often con-
siderably higher than those of terrestrial tele-
communications, making the use of satellite
services unaffordable for many emergency
response teams, especially when requesting
high speed data and video services. Thirdly,
the equipment used by European civil agen-
cies consists mainly of commercial devices
that vary at national and local level. This
leads to problems of interoperability between
different task forces. Furthermore, ease-of-
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use is insufficient, especially for high speed
data services, given the limited training and
expertise of CP staff in using the equipment.
Finally, at the current state of the art no in-
stitutional satellite service is available that
can satisfy the security, QoS and availability
requirements of CP users.

To overcome these shortcomings and to im-
prove the overall operational capabilities of
CP agencies in Europe, the European Space
Agency (ESA) has initiated a considerable
number of user driven activities. In 2006, it
proposed and introduced a Short Term Action
Plan. This comprises the selection and im-
plementation of pilot projects showing a clear
Pan-European interest, as well as the estab-
lishment of an Advisory Board with the task
of monitoring these pilot projects and making
recommendations on the scope of any subse-
quent programme. The Short Term Action
Plan has further developed into a long term
programme proposed by ESA. This proposal
pursues the objectives of: achieving joint
SatCom procurement; lobbying on regulatory
and licensing issues; and training and stan-
dardisation by creating a permanent Satellite
Forum and a Centre of Expertise. However,
as the “critical mass” of participating States
has not been able to approve this pro-
gramme, it remains a draft document for the
time being.

This study reflects the outcome of an ESPI
workshop organised in the framework of the
ESA Integrated Applications Promotion (I1AP)
programme, in which experts from national
CP agencies in Eastern and Central European
countries discussed possible ways of enhanc-
ing existing services and developing new
services in the field of CP through the use of
satellite-based services.

The study is presented in four main parts, the
first of which provides an overview of the
current status of CP in Europe, including the
drawbacks of the current systems and ESA’s
past user-driven activities to overcome these
shortcomings. The second part delineates the
national strategies and perspectives of CP
agencies of selected European States with
the focus on satellite-based applications that
were presented during the workshop. Based
on the summary of the roundtable discus-
sions, the current shortcomings in the use of
satellite-based services and the user re-
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quirements of the CP community are identi-
fied in a more general manner. The third part
of the study assesses whether the interna-
tional and European regulatory framework
effectively meets the needs and requirements
of the CP community and how it should be
shaped to guarantee not only legal certainty
but also an effective mechanism to respond
to disasters in a timely and flexible manner.
This part reviews recent developments at EU
level with respect to the review of the EU CP
legislation. Finally, recommendations focus
on measures to improve the overall opera-
tional effectiveness of CP users through the
use of SatCom.

Workshop

On 5 and 6 May 2011, ESPI, in its capacity as
IAP Ambassador Platform for the Central and
Eastern European region (APCEE), together
with the Austrian Federal Ministry of the Inte-
rior (BM.1) and the Austrian Aeronautics and
Space Agency (ALR) of the Austrian Research
Promotion Agency (FFG) organised a work-
shop on “Space for Civil Protection”. This
workshop brought representatives of the Civil
Protection community from different coun-
tries together with technical experts. The
intention of this workshop was to identify
user needs and gaps in existing services as
well as the most appropriate way forward for
generating space-based user-driven activities
of direct benefit to the European CP commu-
nity. The workshop reflected the national
strategies and perspectives of several States
in the field of CP and presented key examples
from lessons learned. In most European
States the Ministry of the Interior is the high-
est authority responsible for CP. The second
part of this report contains a detailed sum-
mary of the two roundtable discussions be-
tween speakers at the event. The outcome of
these discussions can be divided into four
areas: the importance of satellite communi-
cation for CP; ESA’s user driven approach to
developing sustainable services; the useful-
ness of lessons learned and their active in-
formation flow; and the importance of inter-
operability and standardisation for CP opera-
tions.

The roundtable discussions underpinned that
satellite-based applications are crucial to
enhancing the operational capabilities of CP.
Telecommunication is of paramount impor-
tance as CP agencies and especially field
workers are reliant on obtaining a wide vari-
ety of information from central facilities. Ter-
restrial communications may fail or may have
been destroyed in a major disaster. More-
over, their capacity is often inadequate dur-
ing emergency situations. In this context,
satellite communication is an important asset
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in assuring a robust and reliable communica-
tion system for CP authorities. Because of the
high costs of space-based services, satellite
communication is mainly used as a back-up
and for voice communication. Nevertheless,
the transmission of massive amount of data
in real or near-real time is becoming more
important for future CP operations. The
transmission of relevant data is crucial for
effective emergency management as it also
improves the monitoring of emergencies.

A user driven approach is necessary to meet
the needs of relevant users and to overcome
the current gaps in services. Moreover, it
helps in understanding the needs of both
users and industry as there is still a lack of
communication between the different stake-
holders. To do this, CP actors have to clearly
formulate their requirements for services in
order for them to be provided with appropri-
ate satellite-based solutions. The way for-
ward for improving the use of satellite-based
services by the CP community does not nec-
essarily lie in the development of new satel-
lites. ESA’s IAP programme promotes a user
driven approach contrary to the traditional
technology pushed programmes. The pro-
gramme aims to provide solutions to the
various user communities rather than to de-
velop new technologies. One way to identify
the needs of CP actors and the gaps in exist-
ing services is to analyse the lessons learned
from previous disasters. But even if there is
enough information available, a systematic
approach is missing to communicate the
problems to all actors involved. The lessons
learned show that in many large scale disas-
ters telecommunication was a major problem.

A key issue for CP agencies, especially in the
case of cross border operations, is interop-
erability. Since the equipment of CP agencies
varies at country and even local level, prob-
lems arise related to interoperability between
different task forces. Especially at the com-
mand and control level, it is important to
ensure communication and information ex-
change between forces from different coun-
tries. Therefore, a federated European ap-
proach is necessary to resolve this issue.

At the end of the second part, the report
provides an overview of the actual shortcom-
ings in the use of satellite services as well as
the requirements of the CP community. It
reflects the main issues which were discussed
during the ESPI workshop, underlining that
dedicated efforts are needed in interoperabil-
ity, availability, cost effectiveness, and best
practice in the use of satellite-based services
by the CP community.
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International and European Civil Protection
Regulatory Framework

A sustainable regulatory framework is a pre-
requisite in effectively meeting the needs and
requirements of the users of the CP commu-
nity. While the International Charter Space
and Major Disasters is a well-proven Charter
for the use of earth observation satellite ser-
vices for disaster and emergency response, it
does not include an effective mechanism for
the provision of SatCom during and after
disasters. Even though the Tampere Conven-
tion is a multilateral treaty with legally bind-
ing effect that facilitates the use of telecom-
munication resources for disaster and relief,
it does not respond to the needs of Civil Pro-
tection agencies in Europe, nor does it pro-
vide for a joint preapproved chain of com-
mand and procedure during disasters. The
new regulatory framework must be shaped in
a way that its provisions translate into effec-
tive and practical arrangements for delivery
of capacity. European States are interested in
the provision of assistance in the form of
SatCom on a cost effective basis. The best
way to reach this goal is to federate demand
of national CP agencies to strengthen their
bargaining position towards satellite opera-
tors. Taking into account the different eco-
nomic, social and political circumstances, the
federation of demand as well as joint pro-
curement of satellite capacity could be
achieved on a European level rather than a
global level

Disaster management is primarily the re-
sponsibility of the Member States. However,
Article 196 of the TFEU provides for an EU
role to encourage cooperation between Mem-
ber States with the aim of improving the ef-
fectiveness of systems for preventing and
protecting against natural and man-made
disasters. The overall objective is to promote
swift, effective cooperation between CP agen-
cies in Europe and to promote consistency in
international CP operations. To achieve this
goal, the EU has developed the Community
Mechanism for Civil Protection, which pools
the CP resources of the participating States
to make them available to disaster-stricken
countries. The EU CP regulatory framework is
currently under review. There seems to be a
move from an ad hoc response system to an
arrangement allowing for more pre-planning
and predictability. This shift could be done
through a series of proposed measures, in-
cluding regular risk assessment, mapping of
assets and contingency planning.
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Recommendations

Action Lines

Development of a user-driven set of tools
As noted in the report, the CP community
faces considerable practical problems
such as affordably obtaining sufficient
bandwidth at short notice and these re-
strict the wider use of satellite services in
the field of CP. The development of new
services that integrate existing space ca-
pabilities would make CP operations
more effective. This does not necessarily
mean the development of new technolo-
gies. User-driven initiatives that better
represent the interests of CP users to the
industry would lead to the development
of satellite-based services designed to
meet the specific needs of the commu-
nity. The commitment of CP agencies as
users is of paramount importance to
validate the concept and to indicate the
direction of specific projects, resulting in
improved or new services for the com-
munity on a regional, European and
global scale.

Federation of demand

One way to overcome the high costs of
satellite communication is to share satel-
lite capacities between the CP agencies.
From an organisational point of view, this
approach would result in economic bene-
fits, as it would decrease the cost of the
satellite resource for each CP agency
thanks to stronger negotiation power. A
user-driven initiative should include a
mechanism to federate CP users’ demand
and to articulate their requirements.

Enhanced international cooperation
Taking into account the differences be-
tween Eastern, Central and Western
European countries, international coop-
eration should be improved in order to
facilitate the use of satellite and terres-
trial telecommunication equipment.
Some existing mechanisms allow the dis-
aster management community to have
efficient and simple access to space as-
sets. However, a clear articulation of the
specific needs of the CP community is
necessary to enable owners of space as-
sets to develop resources that cater for
those needs. This requires an effective
information flow. A systematic approach
is still missing to communicate the prob-
lems, requirements and possibilities of
European CP between the different ac-
tors.

Regulatory Framework

Pre-arranged capacity and prices.
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Unlike the EO sector, where the Interna-
tional Charter on Space and Major Disas-
ters and associated operational struc-
tures already exists, the SatCom sector
has only individual, ad-hoc arrangements
for the use of space capacities in re-
sponse to major disasters. It is therefore
indispensable to shape a legal framework
that guarantees the availability of satel-
lite capacity on a cost-effective basis in
disaster situations. The new legal frame-
work should create a mechanism to co-
ordinate procurement of satellite com-
munication capacity and associated ser-
vices for Civil Protection, with the overall
intent being the guarantee of rapid and
affordable availability during and after
disasters. Due to economies of scale, this
approach would also lead to the provision
of SatCom on a cost-effective basis. One
way could be to pre-book SatCom capac-
ity through provision and pricing ar-
rangements with major satellite opera-
tors, starting with a small number of will-
ing partners and building these arrange-
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ments in an incremental and
standardised manner.

Collaboration between the parties.

The new regulatory framework should
also define collaboration with the Com-
mission, ESA, the Member States and the
relevant stakeholders to promote opti-
mum use of existing and future solutions
and telecommunication capacity to facili-
tate the development of services for citi-
zens in the fields of public security and
emergency response. Building on this,
the new regulatory framework should
regulate bandwidth pre-emption, cross-
border movement of equipment, integra-
tion with legacy systems and availability
of spectrum in the event of disasters.
Furthermore, it should be assessed
whether the “Emergency.lu” type of
model could be implemented at a Euro-
pean level. One idea could be to estab-
lish a competitive Public Private Partner-
ship (PPP) for a dedicated satellite-
communication for CP using the existing
tools.
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l. Introduction

Civil Protection exists to protect citizens’
lives, health and property from natural and
man-made disasters. Civil Protection activi-
ties also cover the protection of cultural heri-
tage, historical buildings and monuments,
environment, resources and infrastructure. In
general, the main tasks of Civil Protection lie
along the Emergency Management cycle
which involves four phases: Preparedness,
Response, Recovery, and Mitigation. All
phases are important to reduce the impact of
disasters, to react during and immediately
following a disaster, and to recover after a
disaster has occurred. The response phase is
particularly critical for Civil Protection and
requires immediate actions to be performed,
such as, for instance, disseminating warn-
ings, surveying and evaluating the emer-
gency situation, and mobilising necessary
resources.

Figure 1.1: Phases of Emergency Management*

The Preparedness phase takes place before a
disaster occurs in order to build emergency
management capacity. This phase consists of
planning, training, and plan evaluation and
improvement in order to ensure effective
coordination in a time of crisis. The prepar-
edness phase anticipates problems, and de-
velops solutions that are intended to mini-
mise disaster damage.

! “Search & Rescue.” 11 July 2011. Science Daily
<http://www.sciencedaily.com/articles/s/search_and_rescu
e.htm>.
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The Response phase provides immediate
assistance to those affected by a disaster by
mobilising necessary emergency services in
the affected area, in order to save lives. It
may involve initial repairs to damaged infra-
structure. Emergency responders try to re-
duce the probability of additional injuries or
damage and to start recovery activities as
soon as possible.

The Recovery process involves restoring an
affected area to its previous state. Some
activities, e.g. adding gravel to washed out
roads, can be accomplished in the short term,
whereas other activities, e.g. replacing
bridges over major rivers, take years.

Mitigation activities attempt to reduce the
effects of disasters, and include building lev-
ees, zoning and land use management, im-
plementing building use regulations and
safety codes, and educating the public. The
primary purpose of mitigation is to eliminate
or reduce the probability of future disasters.

The impact of both natural and man made
disasters is increasing dramatically. In Europe
the type of catastrophe mainly depends on
the geography and climate of the individual
countries affected. Whereas in some cases
countries are able to cope with disasters on
their own, Civil Protection agencies often
have to deal with cross border operations to
provide emergency assistance to other na-
tions within or outside Europe. The support
provided by Civil Protection includes alerting
the public as well as assessing and interven-
ing when a disaster occurs. The complexity
and the multidimensional scale of disasters
require a comprehensive Europe wide ap-
proach. In this context, the European Com-
mission Humanitarian Aid and Civil Protection
department (ECHO) plays an important role
in the provision of humanitarian aid at the
European level. Another fundamental mecha-
nism is the Monitoring and Information Cen-
tre (MIC), operated by the European Com-
mission. It is available on a permanent basis
and provides countries access to the commu-
nity Civil Protection platform that collects
information from all the participating states.
Assistance through the MIC can be requested
by any country, inside or outside the EU, that
is affected by a major disaster. Furthermore,
the MIC can send experts to affected areas in
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order to assess needs and to coordinate op-
erations at the field level.

In the last two decades operational space
systems such as satellite navigation and
communication as well as remote sensing
capacities have become an indispensable part
of our daily lives. In this context, integrated
space-based applications support Civil Protec-
tion activities and increase the efficiency and
effectiveness of operations conducted by the
community during a disaster. The develop-
ment of new applications is necessary by
utilising and integrating different space as-
sets, resulting in improved or new services
for the Civil Protection community. The frag-
mented nature of both demand (structure of
Civil Protection) and supply (the many satel-
lite service providers and systems) results in
high costs, problems of interoperability due
to lack of standardization, poor mutual
awareness of needs and capabilities and in-
adequate security and quality of service. As a
result, consolidation is needed to ensure that
the development of new generations of ser-
vices is in line with the CP environment. The
CP agencies have clearly articulated both the
desirability and the feasibility of improving
their efficiency through better co-ordination
at the European level. This would lead not
only to improved interoperability and opera-
tional effectiveness but also to increased
demand for satellite equipment and services,
which would in turn bring about improved
supply.

Telecommunications are of paramount impor-
tance in responding to and mitigating the
effects of disasters, but terrestrial networks
are often disrupted or destroyed at the onset
of a major disaster. Almost by definition,
disasters and other crisis situations are un-
predictable in nature and extent. Therefore, it
is important that any emergency telecommu-
nications system should be able to cope with
variable requirements for coverage area and
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capacity. Civil protection agencies and their
field workers rely on telecommunications to
obtain and transmit a wide variety of infor-
mation between central facilities and the field
to coordinate the complicated logistics of
rescue and aid operations. This includes ac-
curate information such as maps of the area,
architectural plans of buildings and the loca-
tion of hazardous materials. Their capacity is
also often inadequate in disaster situations. A
survey of Civil Protection authorities in 2005
revealed that satellite communications are
not regarded as complete alternatives to ter-
restrial systems but as complementary solu-
tions for overcoming some important limita-
tions of land-based technologies. In particu-
lar, all participants recognised the need for a
Europe-wide approach to obtaining the po-
tential benefits of satellite systems, with
harmonisation between different projects and
transmission technologies. Satellite commu-
nications systems can provide a robust net-
work largely unaffected by events on the
earth’s surface. In both their coverage and
their allocation of capacity they can respond
flexibly to disaster situations.

The present report seeks to provide an over-
view of the current situation of Civil Protec-
tion in Europe. It analyses problems with
currently used services and the demand for
new innovative services for Civil Protection as
well as the need to provide an adequate
regulatory framework in this field. Finally, the
report aims at providing a way forward in
improving the overall operational capabilities
of European Civil Protection agencies through
the use of satellite communication based
services. The report is a joint effort between
ESPI, the IAP Ambassador Platform for the
CEE region, hosted by ESPI, and ESA. This
Ambassador Platform has the mandate to
inform users on the opportunities available
within ESA’s IAP programme, to collect their
needs, and to encourage involvement of all
relevant service stakeholders.
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2. Previous User-Driven Activities Initiated by

ESA

In 2005, a survey of European Civil Protec-
tion authorities revealed that satellite com-
munications could be complementary to ter-
restrial technologies and an effective means
to address the shortcomings. In the field of
Civil Protection in particular, reliable and ef-
fective communications are indispensable to
respond to disasters, but terrestrial networks
are often rendered inoperable. Civil Protec-
tion authorities recognised the need for a
Europe-wide approach to enhance the use of
satellite communications in this field not only
to obtain economies of scale leading to less
expensive satellite capacity and equipment
but also to achieve the required harmonisa-
tion between different technologies and op-
erational procedures. To achieve this objec-
tive, activities should focus on the Civil Pro-
tection agencies in Europe as the actual us-
ers. European Civil Protection agencies
should extend their influence over the sys-
tems, services and standards that are made
available to them.

2.1 ESA Short Term Action
Plan

At the beginning of 2006, an initial meeting
of major Civil Protection authorities in Paris
led to the establishment of an Advisory
Board. Additionally, ESA proposed and intro-
duced a Short Term Action Plan aimed at
realising the benefits of satellite communica-
tions for Civil Protection. The ESA Short Term
Action Plan was prepared with the active in-
volvement of major European Civil Protection
agencies. It defines what Civil Protection
agencies require from satellite-based systems
and what needs to be done to meet those
requirements.

The objective is to improve the overall opera-
tional capabilities of Civil Protection agencies
in Europe, particularly their communication
capabilities, by encouraging the use of satel-
lite communication. A user-driven approach
can achieve substantial economies of scale by
combining the needs of various countries and
Civil Protection agencies. The users would
benefit from standardisation, reduced unit
costs of equipment, services and satellite
capacity, and avoidance of unnecessary du-
plication of resources. It would also give
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European Civil Protection agencies the possi-
bility of influencing the future development of
satellite communications systems and ser-
vices, so as to better meet their needs. In the
short term, the action plan comprises both
the selection and implementation of pilot
projects showing a clear Pan-European inter-
est, as well as the establishment of an Advi-
sory Board with the task of monitoring these
pilot projects and making recommendations
on the scope of any subsequent programme.

The Short Term Action Plan is designed to
meet specific requirements expressed by the
interested Civil Protection agencies of the
European Union. It was envisaged that these
Civil Protection agencies would also contrib-
ute materially to the programme. In the short
term, their contribution consists of the provi-
sion of assistance in the implementation of
pilot projects. If Civil Protection agencies
wish, they may also receive financial contri-
butions provided by other agencies. In the
longer term, the implementation of the full
programme requires the commitment of
funds by at least some of the participating
Civil Protection agencies. Furthermore, they
shall commit to take part in one or more pilot
projects, selected according to their own pri-
orities. In concrete terms, contributions shall
mostly take the form of the provision of ex-
perts for short periods, typically to take part
in demonstrations and field exercises, or to
assess products, services, applications and
reports generated by the pilot projects.

The Advisory Board has been set up to pro-
vide a platform where the participating Civil
Protection agencies can contribute to the
definition, implementation and assessment of
the Short Term Action Plan. It foresees one
representative per participating country and
carries out three main tasks. Firstly, the par-
ticipating Civil Protection agencies shall pro-
vide inputs and advice to assist ESA in devel-
oping the draft statement of work for each
pilot project, and in identifying useful project
elements, methodologies and success criteria
without affecting ESA’s managerial responsi-
bility in these areas. At meetings of the Advi-
sory Board presentations shall be given on
the progress of each pilot project, and the
Board shall also be invited to observe field
trials and to review technical reports and
other outputs from the projects. Secondly,
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the Board forms an observatory on the
worldwide application of satellite communica-
tions for Civil Protection. This will include not
only drawing on lessons from the short term
pilot projects, but also monitoring develop-
ments elsewhere, including those outside
Europe. These observations will feed into the
Board’s conclusions and recommendations on
future actions. Thirdly, in parallel to the Short
Term Action Plan, the Advisory Board sup-
ports ESA in defining and developing the
longer term programmatic framework. It is
by this means that lessons drawn from the
Short Term Action Plan may be turned into
the basis for a large-scale implementation
programme.

The role of ESA in this programme is to pro-
vide its technical capabilities and its expertise
in conducting large-scale, Pan-European pro-
jects. ESA will fund the short term actions
through its existing programmatic infrastruc-
ture. If national Civil Protection agencies
have particular projects that they wish to
include in the Short Term Action Plan and
which they are able to partly fund, these
would be accommodated and thus increase
the total number of projects that could be
undertaken. ESA shall be responsible for issu-
ing bids, preparing statements of work, se-
lecting industrial offers, and managing con-
tracts from a technical and administrative
perspective, according to the rules of its pro-
grammes. Likewise, ESA shall report on con-
tractual progress to its own governing bodies.
ESA shall also be responsible for liaison with
national space agencies and industry.

In implementing this Short Term Action Plan,
the staff of the Monitoring and Information
Centre (MIC) participated in the Advisory
Board meetings, providing expert advice on
Civil Protection. Austria, Belgium, Czech Re-
public, Germany, Spain, France and Italy, as
participating countries, agreed to contribute
to the action plan. In the framework of this
action plan, ESA provided the funding for the
launch of four projects addressing, inter alia,
the reinforcement of satellite communications
to improve interoperability in the field of Civil
Protection, standardisation, and the devel-
opment of new SatCom services in order to
demonstrate and promote the full potential of
satellite-based services.

These four projects were supported by some
participating countries, which took part in
demonstrations and assessed products as
well as services. A collaborative working tool
for the Advisory Board was set up to facilitate
communication and interaction between the
different parties. This tool encourages other
European Civil Protection authorities to an-
nounce formal declarations of interest, to be

ESPI Report 37

actively involved in the Advisory Board, and
to cooperate with pilot projects.

2.2 ESA Proposal for a Satel-
lite Communication Pro-
gramme in Support of Civil
Protection

Another major step was taken during the 4th
Advisory Board meeting in February 2008,
hosted and co-chaired by the Civil Protection
unit. ESA put forward a proposal to provide a
more robust and long-term satellite commu-
nication programme in support of Civil Pro-
tection. The overall objectives of this pro-
gramme are to achieve joint SatCom pro-
curement, lobbying on regulatory and licens-
ing issues, and training and standardisation,
by creating a permanent Satellite Forum and
a Centre of Expertise.

The ESA proposal seeks to transform the
current ESA Short Term Action Plan into a
long-term programme comprising six activity
streams. Firstly, the procurement of a coordi-
nated satellite communication service capac-
ity should be pursued to improve availability
and price by achieving economies of scale,
better negotiation power and ensuring more
efficient capacity use. Secondly, regulatory
and licensing issues must be subject to in-
tense lobbying to reduce barriers to the use
of satellite equipment and services used by
the Civil Protection community. Thirdly, there
is a need to promote training, education, and
technical support with the intention of dis-
seminating best practice solutions, including
pilot projects on improved interoperability
and for implementation of IP services over
satellite. Moreover, satellite communication
should be integrated into national emergency
communication systems, including technology
development trials in order to ensure that
new satellite-based services meet Civil Pro-
tection requirements in areas such as broad-
band, next generation mobile and navigation.
Fourthly, the definition and promotion of Civil
Protection QoS requirements for existing and
new SatCom services is envisaged, notably to
improve interoperability between legacy sys-
tems during cross-border deployments both
within and outside Europe. Fifthly, the pro-
posal highlights the support of standardisa-
tion committees relating to next generation
international standards that include satellite-
terrestrial integration. The final activity em-
phasised is the provision of rapid access to
Earth Observation (EO) and location-based
information in emergencies.
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The programme proposes three structural
components. The creation of a permanent
“Satellite Forum” for Civil Protection agencies
in Europe, building on the Joint Advisory
Board already set up by ESA’s Short Term
Action Plan, comprises the first element. This
steering committee would monitor the techni-
cal activities and the framework contract,
keep Member States abreast of technical
developments, and lobby both government
and industry on Civil Protection requirements
in the areas of regulation, standards, and
technology development. The current Advi-
sory Board already demonstrates how this
can work in practice. Meetings of four Advi-
sory Boards have taken place, hosted by Civil
Protection agencies or the EC. Industry and
third-party contractor presentations have
been included without compromising Civil
Protection interests. Even if participation var-
ied, it was always able to achieve a quorum.
In particular, strong participation by Civil
Protection agencies underpinned the success
of pilot projects and demonstrations focused
on improved interoperability. To create an
effectively functioning Forum, some formal
delegation of decision-making authority to
the Forum is recommended as well as for-
mally distributing key roles such as the Se-
cretariat, lobbying activities and public rela-
tions.

The second component is a Centre of Exper-
tise that will support the steering committee
through a network of experts across the EC,
ESA, Member States and the satellite indus-
try. Its activities would include the procure-
ment and management of dedicated band-
width and end-to-end solutions based on the
framework contract. It would also provide
training capabilities to experts of Member
States; participate in technology develop-
ment trials; represent Civil Protection inter-
ests in technical and regulatory forums; and
would support the development of standard-
ised promotional and informational resources,
including the recent launch of a dedicated
website (http://cpboard.esa.int). The Short
Term Action Plan is already an example that
demonstrates how the Centre of Expertise
could work in practice. Four field or research
projects have been run through in-kind con-
tributions by Civil Protection agencies and
ESA with third party contractors. The Civil
Protection cooperative working tool, namely
the website, has been set up and managed
by ESA, involving contributions from multiple
participants. Based on this experience, it is
recommended that the commitment of a lar-
ger amount of total resources be required,
preferably through the involvement of more
players, and that sufficient funding of third-
party contractors be assured.
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The third component provides a funding
mechanism including joint monetary funding
by ESA and the EC, with an initial funding
commitment per annum for four years to
support covered activities, with further ex-
tension linked to a performance review con-
ducted by ESA, the EC and the Civil Protec-
tion agencies, and reported to the relevant
institutional bodies. In addition, ad-hoc fund-
ing from other ESA budgets is foreseen for
specific technology development projects and
the procurement of satellite capacity where
applicable. This is complemented by in kind
contributions such as manpower, expertise
and technical facilities from the European
Commission or the Member States, as a
natural enlargement of the contributions al-
ready being provided in the Short Term Ac-
tion Plan. The existing Short Term Action Plan
already contains some of the necessary fund-
ing arrangements. For instance, ESA provides
financial support from existing programme
budgets, mainly directed towards R&D activi-
ties. An ongoing programme will require a
larger commitment to support both regular
activities such as the Satellite Forum and
technical trials and ad-hoc activities such as
joint capacity procurement or pilot projects.
Additional ESA and EC funding relies upon an
increase in the total commitment of resources
by Civil Protection agencies and their practi-
cal demonstration of support for an ongoing
joint programme. Nevertheless, the ideal
funding solution is financial support from the
Member States.

As far as the joint procurement of satellite
capacity is concerned, this process requires,
first and foremost, an estimation of future
Civil Protection demand for each type of ser-
vice. This needs to be linked to a commit-
ment in principle by each actor of the Civil
Protection community interested in participat-
ing. One mechanism could be that the Satel-
lite Forum develops and reviews a generic
outline contract, to set out the elements that
need to be specified as a basis for negotia-
tion, whereas the authority to negotiate
would then be delegated by the Civil Protec-
tion agencies. ESA or an industry player
could take care of the management of the
contracted capacity or service. ESA is in the
process of making capacity available to Civil
Protection agencies for R&D purposes. Such a
capacity provision scheme has been previ-
ously used in ESA pilot projects and will now
also be available for R&D projects aimed at
enhancing existing Civil Protection telecom-
munications systems by improving their in-
teroperability during national and/or multi-
national deployments both within and beyond
Europe. This will enable the development of
practical solutions and implementation to
address some of the issues such as capacity
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sharing and the assessment of overall de-
mand by European Civil Protection agencies.

In conclusion, the European Commission and
the Member States would take care of the
implementation and the management of the
proposed programme. This coordinated ap-
proach would ensure, inter alia, the incorpo-
ration of innovative telecommunication tech-
nology solutions into existing programmes,
for example, by enabling Member States to
test such solutions within the context of Civil
Protection projects, training activities or ex-
ercises. Member States’ project proposals
under the Civil Protection Financial Instru-
ment could receive complementary funding
under ESA telecommunications programmes
if they contained such innovative telecommu-
nications elements.

For the time being, this satellite communica-
tion programme remains a draft document,
as the Advisory Board has not been able to
approve the programme. The reason for this
is that a “critical mass” of participating
States, including Austria, Belgium, Czech
Republic, France and Italy, were not present
during the meeting and approval would have
required detailed information on this subject
matter provided by these participating States
and the European Commission. Nevertheless,
this draft document reflects the common
requirements of the Civil Protection agencies
and shows the way forward to ensuring the
use of satellite applications to enhance the
overall effectiveness of Civil Protection.
Hence, it is the basis on which coordinated
European-wide actions should build.

2.3 CiProS Project

The main purpose of the CiProS project was
to provide a Pan-European definition of Civil
Protection agencies’ requirements for satel-
lite-based services with the aim of investigat-
ing the strategic importance, feasibility, and
most suitable content of a future European
SatCom programme dedicated to Civil Protec-
tion.

One of the major points of the CiProS project
was the involvement of the user community,
in order to lay the foundation for a user-
centric joint programme. Civil Protection
agencies have provided guidelines to identify
services meeting interoperability, standardi-
sation, security, flexibility, sustainability, and
overall socio-economic benefit criteria.

Since 2007, the CiProS project has involved
two surveys of European Civil Protection
agencies participating in the Community
Mechanism for Civil Protection. The first sur-
vey and related bilateral meetings was
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launched to assess the current use of satellite
services and the main shortcomings, and to
investigate and analyse the community users’
needs, technical requirements, and the Civil
Protection agencies’ interest and support in a
European satellite services activity dedicated
to them. The second survey was aimed at
selecting the satellite services to be devel-
oped in the near, medium and long term and
assessing the actual need for a joint pro-
gramme focusing on the development of sat-
ellite services for the use of Civil Protection
agencies. Most of the Civil Protection agen-
cies interviewed indicated a long-term vision
to secure the development of satellite sys-
tems and services. This does not necessarily
mean they need dedicated satellites, but it
does mean there is a need to represent their
interests towards the satellite industry in
order to federate their demand, enabling
them to negotiate better availability and price
from satellite operators, as well as to ration-
alise, standardise and optimise the different
equipment and services to be deployed.

Based on these two surveys, the proposed
solution focuses on the development of a set
of common tools, driven by the requirements
of Civil Protection agencies. It is also stressed
that their demand should be federated to
enhance negotiation power with satellite op-
erators. In this context, the outcome of the
survey and the results from ongoing pilot
projects have highlighted some additional
applications that would make Civil Protection
more effective if satellite-based services were
used widely, where currently they are used
little or not at all. One example is the devel-
opment of a quickly deployable IP network
for broadband services, allowing team mem-
bers to make telephone calls, to access the
internet and to exchange data with other Civil
Protection actors operating in any location as
well as with the headquarters. Another tool to
improve Civil Protection operational effective-
ness is the Civil Protection common Geo-
graphic Information System (GIS), allowing
for the integration of geo-referenced data
from different sources, both remote as well
as from field personnel.

The main weakness of fixed SatCom services
currently in use is their lack of availability
during emergencies, reducing the interest for
satellite connection during the first days of
the emergency management when the most
critical operational needs emerge. In particu-
lar, capacity requests by media in the case of
major crises often drain the capacity market.
As a consequence, the current delay between
request and actual allocation of satellite
bandwidth is unacceptable for Civil Protection
agencies which must intervene within the
first hours of an emergency alert. This is a
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Figure 2.1: Average and peak capacity for FSS (source: ESA)
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Figure 2.2: Overall demand for MSS (source: ESA)

very significant drawback for crisis applica-
tions. Therefore, as compared to the current
procurement process, a federated approach
would improve flexibility, responsiveness and
cost effectiveness. A framework contract at
the European level for satellite-based ser-
vices dedicated to Civil Protection could pro-
vide end-to-end solutions and a complete
range of tailored services procured on-
demand with high responsiveness and at a
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lower price, thanks to better negotiation
power and economies of scale. From an or-
ganisational point of view, this solution would
have economical benefits as it would de-
crease the cost of satellite resources for each
Civil Protection agency thanks to better nego-
tiation power. The common procurement of
satellite bandwidth would lead to a reduction
of cost by 10 to 20%. A further step would be
joint procurement of a shared satellite capac-
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ity, which would decrease current costs by up
to 50% for each Civil Protection agency and
would also improve service availability.
Through federation of the demand of Civil
Protection agencies, they could reach a “criti-
cal mass” justifying a permanent booking of
capacity. Furthermore, Civil Protection agen-
cies that subscribe to this process would
share a common set of resources, resulting in
improved interoperability between them.

As part of this project a preliminary estimate
was made of the future demand for satellite
capacity for the European Civil Protection
agencies if the set of tools were to be
adopted. The following figures show the re-
sults of this analysis, characterising average
and peak capacity for Fixed Satellite Services
(FSS) in several regions and the overall de-
mand for Mobile Satellite Services (MSS).

In conclusion, the main results achieved in
the CiProS project were the wide involvement
of the user community as well as the im-
proved understanding of how space-based
technologies could support European Civil
Protection entities in the present and future
with special emphasis on telecommunication
but considering also other satellite-based
services considered necessary by the Civil
Protection agencies, like, for instance, Earth
Observation and Navigation services. The
CiProS project not only provides a compre-
hensive analysis of user needs and technical
requirements but also identifies an optimised
use of satellite services for the European Civil
Protection community. To respond to user
needs and to improve the effectiveness of
operations, a set of tools dedicated to the
Civil Protection agencies should be developed
in a joint framework. All in all, the conclusion
that can be drawn is that a federated ap-
proach is indispensable to meet the common
needs of the Civil Protection community in
Europe. The first step would be to agree upon
best practices that should be applied by the
Civil Protection community across Europe. For
the time being, no institutional, established
European mechanism is in place to allow the
community to have efficient and simple ac-
cess to space assets, nor is there any clear
enunciation of the specific needs of users in
the field of Civil Protection that would en-
courage owners of space assets to develop
resources that cater for those needs. As a
consequence, a joint European programme
with the aim of developing a set of tools and
services, and federated procurement of space
resources to overcome the current shortcom-
ings, is a desirable solution.
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2.4 IP-based Services via
Satellite for Civil Protec-
tion

The ESA initiative on IP-based Services via
Satellite for European Civil Protection is part
of a first phase that intends to pave the way
to a potential ESA Civil Protection satellite
communications programme. The main ob-
jective of this phase is to illustrate how satel-
lite systems can improve the effectiveness of
European Civil Protection agencies as well as
encourage the use of satellite IP-based ser-
vices across all the different national Civil
Protection networks in order to reduce costs
and improve interoperability between and
within those networks. With this in mind, a
consortium team led by Indra Espacio, Spain,
was awarded a contract in December 2006 to
investigate the current status of the use of
satellite IP services for European Civil Protec-
tion, identify and assess the best practices of
their use and to promote and demonstrate
these best practices to European Civil Protec-
tion agencies. This project is based on the
participation of many Civil Protection agen-
cies in order to study a wide variety of cur-
rent services and systems and to promote
the best implementation of satellite IP-based
services for Civil Protection.

The overall objective of this project is to
identify, assess and demonstrate how Civil
Protection bodies can benefit from satellite
IP-based communications as a valuable tool
that can help them in building integrated,
cost-effective and reliable networks for daily
and emergency communications as well as
promote interoperability between different
Civil Protection agencies. Particular emphasis
is placed on using Voice over Internet Proto-
col (VolP) and IP within Virtual Private Net-
works (VPN). The convergence of data ser-
vices over a unique transport protocol is
clearly advantageous for Civil Protection us-
ers. The adoption of standardized technolo-
gies allows interoperability among different
devices. The convergence of data, voice and
other applications over IP enables the de-
ployment of a unique network in the inter-
vention theatre, reducing deployment time,
cost and personnel. IP is supported by nearly
all satellite and terrestrial telecommunication
providers, enabling worldwide deployment of
emergency IP communication links.

A list of the major IP-based services currently
used by European Civil Protection agencies is
shown in Table 2.1. This list provides an ap-
proximate percentage of use of each service
in routine operations and emergency situa-
tions, in order to show the importance of
each service in both situations. The data are
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IP services are widely used in both routine
and emergency operations.

based on the results of the ESA project and
show that the adoption of IP services for Civil
Protection is still very poor. Thus only basic

IP Service %0 Used in CP agencies |%o Used in CP agencies
in emergency opera- in routine operations
tions

Voice Over IP (VolP) 35% 50%

Virtual Private Network (VPN) 60% 60%

Web Browsing 90% 100%

E-mail 75% 100%

Remote Shell/Desktop 60% 75%

File Transfer 65% 65%

File Sharing/Network File System 50% 75%

Remote access to GIS/Map services 75% 65%

Tracking and location services 40% 50%

Remote access to Database 60% 60%

Multicast audio/video streaming 25% 25%

Unicast audio/video streaming 40% 40%

Chat/Instant Message 35% 50%

Audio/Video conference 35% 40%

Audio/Video multi-conference 35% 35%

Table 2.1: IP-based services usage (source: ESA)

Intervention by Civil Protection agencies
commonly involves terrestrial radio networks
(e.g., PMR in UHF or VHF bands) for field
units and sometimes the use of public mobile
networks (such as GSM/GPRS) for communi-
cation, all of which can be integrated in a
VolP network. A VPN (Virtual Private Net-
work) allows users to communicate and ac-
cess information securely over the public
Internet and other IP based networks. VPNs
operate as seamlessly and securely as a pri-
vate network. A VPN can provide secure
communications means for the CP community
over a common IP based satellite network
infrastructure.

Objectives will be developed in three phases.
The first phase investigates the current
status of IP services for European Civil Pro-
tection (focusing on satellite IP-based ser-
vices), future expected trends and perceived
problems. The second phase identifies and
assesses, both technically and financially, the
best practices of IP services implementation
for Civil Protection utilization. The third phase
promotes and demonstrates these best prac-
tices to European Civil Protection agencies.
This project builds on strong collaboration
with many Civil Protection agencies in two
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ways: firstly, by informing the consortium of
Civil Protection agencies current use of com-
munications services, their perceived prob-
lems and future needs. Secondly, the atten-
dance of Civil Protection agencies at consor-
tium demonstrations and promotional events
of best practices in satellite IP-based imple-
mentations is useful for rapidly increasing
understanding and paving the way toward
widespread adoption.

2.5 The ‘Decision” Project:
Multinational Telecoms
Adapter

Enhancing interoperability during European
Civil Protection operations is the objective of
a project named “Decision”, conducted under
the ESA initiative “Transition Phase Action 2”.
The Decision Consortium is composed of Info-
terra France, as project leader, TRADIA
Spain, Astrium Satellites France, EADS Se-
cure Networks France, and Skysoft Portugal.

In the context of this project, field trials were
held on 20 and 21 November 2007 in Char-
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Figure 2.3: DECISION field trial - national intervention (source: ESA)

tres, France, focusing on satellite solutions to
improve cooperation between Civil Protection
agencies in crisis theatres, whether they oc-
cur in Europe or elsewhere. The “Decision”
project: “Development of Civil Protection
satellite communication services: enhancing
interoperability during deployments outside
Europe”, also referred to as “Multinational
Telecoms Adaptor”, aims to increase the effi-
ciency of cooperation between different na-
tional CP units working within the same for-
eign crisis theatre, and between members of
national teams and their respective head-
quarters. The technical objective of the pro-
ject is to develop a multi-adaptor, allowing
interoperability between Civil Protection
communication systems.

The demonstration covered two intervention
scenarios. The first focused on a national
situation where an industrial disaster has
occurred and, as a consequence, the terres-
trial communications infrastructure has been
destroyed. In this instance, satellite tele-
communication links are used to support
coordination between the command post in
the field and the regional crisis operations
centre (Figure 2.3).

The second scenario dealt with an interven-
tion outside Europe, such as an earthquake
or a tsunami, involving a number of different
Civil Protection agencies. For international
disasters, rescue activity coordination needs
to be performed between units in the field, as
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well as between national centres in Europe.
In this situation, telecommunication satellites
are needed to ensure communication among
field units and between those units and their
respective national centres (Figure 2.4).

Field trails assessed the Multi-Service Adap-
tor Communication Facilities, including the
use of communications services for opera-
tional evaluations, the ANTARES network
deployment and extension by satellite and
the TETRA/TETRAPOL interoperability. The
Chartres trial enabled the validation of the
satellite multi-adaptor use concepts, which
are applicable both in a national and an in-
ternational context. It also helped to assess
the added value of the multi-adaptor in a
joint operation between different Civil Protec-
tion agencies in the same foreign crisis sce-
nario. The results demonstrated the need for
SatCom solutions to on-field mission needs
and objectives. For instance, a BGAN like
suitcase is better adapted to disaster as-
sessment missions or first rescues that last
for days or weeks. Light weight embedded
applications included the exchange of mails,
voice communications, sending of text re-
ports, and photos. On the other hand, VSAT
solutions are more appropriate for rescue
missions or reconstruction efforts that last
months or years. The embedded applications
covered are heavier, and include connection
to an information management system for
larger file transfer and map updates. Both
solutions are complementary with regard to
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the crisis phases and the application types.
These SatCom solutions can enhance the
work of Civil Protection field units. Their field
trial also showed the importance of develop-
ing interoperability solutions that are adapted
to field needs and constraints and to the MIC
organisation scheme for joint operations.

The involvement of Civil Protection agencies
as end users was of primary importance
since, by nature, the project has a user-need
oriented approach rather than that of tech-
nology-push. The field trial was conducted
with a cooperative spirit and a complemen-
tary contribution, through which fruitful re-
sults and end-user feedback were collected.

The results unquestionably demonstrated the
need for adapted tools such as the “Multi-
Service Adaptor Communication Facilities”,
and some tracking facilities. These technical
assets can ease the work of agencies in
emergencies and they also showed the im-
portance of developing interoperable solu-
tions adapted to the needs and constraints in
the field. The field trial benefited from the
attendance and involvement of the French
authorities and the French Civil Protection
Agency (Direction de la Défense et de la Sé-
curité Civiles, DDSC), the German Technical
Relief Agency (Technisches Hilfswerk, THW),
the Belgian Civil Protection Agency, and the
Austrian Civil Protection Support Unit.
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2.6 Multinational Pan Euro-
pean Satellite Telecom-
munication Adapter

The MTA Project led by Telespazio, which was
responsible for an industrial team composed
of Thales Alenia Space France, Indra and
Hispasat from Spain, aims to make ICT net-
works interoperable among the European
Civil Protection agencies when cooperating in
the “operations theatre”, both inside and
outside the EU. The guidelines adopted follow
a user-need oriented approach to comply
with European and national standard proce-
dures, and to maintain a non-invasive ap-
proach, thus using existing or planned tele-
communication means as much as possible
and rendering them interoperable through a
Pan European Adaptor (PEA), designed by the
Industrial Consortium on the basis of EU Civil
Protection agencies requirements. As some
national satellite infrastructures already exist
within the Member States, the project base-
line was to make such National Satellite
Adaptors (NSA) interoperable, namely the
Skyplexnet solution adopted by the Italian
CP, the Recosat System in use by Spanish CP
and a European DVB-RCS standard solution.
Each NSA is required to be interoperable with
the commonly used field standard Civil Pro-
tection telecommunication equipment such as
VHF/UHF radio, WiFi enabled Notebook/PDA’s
and other equipment.
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After the preliminary study phase, simple
satellite solutions were inserted in the final
integrated operational scenario, making them
interoperable through the PEA and introduc-
ing the “shared NSA” concept (where a single
satellite infrastructure is shared among sev-
eral national teams). An overall consensus
was then reached among the Civil Protection
agencies on the target interoperability objec-
tives to be implemented at the demonstration
level: a “controlled voice and data interop-
erability matrix”, able to ensure full respect
of EU and national communication rules while
allowing both “horizontal communication”,
among field Liaison Officers, and “vertical
communication”, between each Liaison Offi-
cer and his national hierarchical command
chain. The MTA Demonstration took place at
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the French — Spanish border (Pas de la Casa,
Andorra), on 14 May 2008, involving the
Catalan, French SDIS09, Italian and Slove-
nian Civil Protection agencies. In addition, the
Spanish Civil Protection agency made the
Recosat network available. The Trial was
intended to primarily demonstrate the inter-
operability between the Skyplexnet, Recosat
and DVB-RCS solutions. Concerning voice
service, this implies interoperability of
VHF/UHF/Tetra Radio, GSM and Telephone
over IP (TolP). With respect to IP Data ser-
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Internet applications complemented with

video-streaming and collaborative working
applications.

NSA = National Satellite Adaptor
NCC = National Coordination Centre

Coordination
I
I
!

'
s
-

Operational
theatre

Deployed
Cell

-

Figure 2.5: Field teams supported by National Satellite Adaptors (source: ESA)
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3. ESPI Workshop “Space for Civil Protection”

3.1 Workshap Description

On 5-6 May 2011, ESPI organised a workshop
on “Space for Civil Protection” together with
the Austrian Federal Ministry of the Interior
(BM.lI) and the Austrian Aeronautics and
Space Agency (ALR) of the Austrian Research
Promotion Agency (FFG), in the framework of
the ESA-IAP programme.

The ESA-IAP programme, also called ARTES
20, aims to develop sustainable services in
strong cooperation with end users and rele-
vant stakeholders (http://iap.esa.int). The
IAP programme supports the development of
new applications by utilising and integrating
different space assets, resulting in improved
or new services for citizens on a regional,
European and global scale. It does not advo-
cate any particular technology, but responds
to users’ needs. IAP is already active in di-
verse application fields ranging from energy
grid management to aircraft safety, facilitat-
ing novel and innovative solutions and ser-
vices that previously were unimaginable.
Integrated applications are thus already
benefiting European industrial competitive-
ness, while serving the needs of European
societies and global communities. Based on
its user-driven nature, the main focus of the
IAP programme is to establish relationships
with user communities in order to collect
their requirements on new (or improved)
services and to aggregate their demand so as
to obtain the critical mass to enable sustain-
able services.

In order to multiply the outreach to users,
ESA IAP is networking a growing number of
Ambassador Platforms whose objectives are
to inform users and stakeholders on the po-
tential and opportunities of the IAP pro-
gramme, to uptake user’s needs and to foster
stakeholder engagement. ESPlI has been
tasked with the role of the IAP Ambassador
Platform for the Central and Eastern Euro-
pean region, in order to support the IAP pro-
gramme by raising awareness and stimulat-
ing projects in the region of Central and
Eastern Europe (CEE). One key awareness
activity is the organisation of workshops
within the CEE region in order to promote IAP
to relevant decision-makers and user com-
munities, define gaps in existing services that
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can be filled by space assets, and present
new applications and services. An important
goal of these workshops is to bring the vari-
ous users and stakeholders together as well
as to inform them about IAP funding possibili-
ties.

The workshop “Space for Civil Protection”
addressed various issues dealing with possi-
ble ways to enhance existing Civil Protection
solutions and develop new services via the
use of satellite-based applications from a
European and national perspective. When
developing new services, the commitment of
Civil Protection agencies as a user is of para-
mount importance to validate the concept
and to indicate the direction of a dedicated
project. The development of a satellite-based
Civil Protection service requires a thorough
assessment of the users’ demands, making
the participation of Civil Protection agencies
indispensable in all stages of the service de-
velopment cycle, from specification to opera-
tional implementation. This approach will lead
to several benefits for the Civil Protection
community in the use of satellite-based ser-
vices including cost reduction, improved in-
teroperability of satellite communications
devices across networks and services, and
improved availability of dedicated service in
times of need. Therefore, the intent of the
workshop was to identify the most appropri-
ate path forward, and to set up a roadmap
for generating space-based user driven ac-
tivities of direct benefit to the European CP
community. It was an excellent opportunity
for end-service operators from the Civil Pro-
tection community to present key examples
of lessons learned from past disasters. Fur-
thermore, it reflected the strategies and per-
spectives of several countries and Civil Pro-
tection agencies.

Civil Protection representatives from Austria,
France, Germany, Hungary, Italy, Poland,
and Romania participated in the ESPI event.
On the first day, the workshop reflected on
preliminary activities at the European level.
Two presentations from ESA representatives,
which considered potential future activities in
the field of Civil Protection at the European
level, followed a set of key note addresses by
authorities from the different countries. The
keynote speakers were then invited to a
roundtable discussion in order to debate the
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benefits of the use of satellite-based services
to the Civil Protection community.

The second day of the workshop provided the
opportunity for practitioners from the CP
community in Central and Eastern European
countries to share their experience and les-
sons learned from previous disasters. In the
subsequent roundtable discussion they re-
viewed their national approaches to improve
operational capabilities through satellite ap-
plications. A detailed summary of the round-
table discussions from both workshop days is
in Chapter 3.3 of this report.

3.2 National Strategies and
Perspectives

3.2 1 Austria

Since May 2003, the Austrian Ministry of the
Interior has been responsible not only for
coordinating civil disaster protection man-
agement but also for matters concerning
civilian crisis management and international
disaster relief.

Responsibilities for coordinating supra-
regional/international incidents in Austria
have therefore, for the first time, been uni-
fied under one roof, the National Crisis and
Disaster Protection Management in the Fed-
eral Ministry of the Interior of the Republic of
Austria, which allows improved and, more
importantly, faster response and assistance
in emergency situations.

Furthermore, the BM.l acts as the national
competent authority for international disaster
relief and all areas of international and cross-
border cooperation.

The Federal Alarm Centre as the national
24/7 point of contact ensures communication
without undue delay, as well as the coordina-
tion of the necessary action, as an essential
requirement of effective crisis management
or emergency relief. It is a permanently
staffed information centre serving National
Crisis and Disaster Protection Management as
well as supra-regional and international civil
and disaster protection purposes.

The Federal Alarm Centre forms part of an
information network also comprising the Re-
gional Alarm Centres, the relevant 24 hour
services of the Directorate General for Public
Security, the regional alarm centres, all com-
petent authorities at the federal and regional
levels, emergency and rescue services includ-
ing fire brigades, the Red Cross, the Mountain
Rescue Organisation etc. as well as focal
points on the bilateral (neighbouring coun-
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tries), supra-national (EU), multinational
(NATO Partnership for Peace) and interna-
tional (UN) levels.

The Ministry of Interior acts also as the na-
tional focal point for the International Disas-
ter Charter and for the initial operations
within GMES, and represents Austria at the
European level within the framework of the
EU Civil Protection Mechanism. Within this
framework the Ministry contributes to EU
interventions, for instance if activated, the
Ministry organises and facilitates the deploy-
ment of national experts for European coor-
dination and assessment missions. To date,
Austria has registered five Civil Protection
modules for EU interventions, among them a
technical assistance team for communication,
the Support Unit Austria, which has experi-
ence in several international exercises.

Since 2003, Austria has contributed to
around 60 European and international disas-
ter relief operations after major disasters by
sending experts, intervention teams or in
kind donations and relief assets (for example
to Haiti, Chile, Pakistan and several European
countries). Although Austria has been playing
an active role in European Civil Protection in
recent years the experience of national au-
thorities with satellite services is still limited.
Satellite based telecommunication devices for
instance, are mainly used by Civil Protection
forces as a backup system and not on a regu-
lar basis. The reason for this might be that
Civil Protection is mainly organised at local
and regional levels in Austria.

When discussing possible ways to enhance
the use of satellite-based services in the field
of Civil Protection it is necessary to look at all
activities in all four phases of disaster man-
agement, which comprise prevention, pre-
paredness, response and recovery. Satellite-
based emergency mapping for instance, is
widely recognised by Civil Protection agencies
as supporting their operations in all four
phases. The experience of recent years has
shown that there is a need for structured
cooperation in satellite-based mapping to
avoid a “mapping disaster”, as happened
during the major disaster in Haiti in 2010. In
this case, a large number of organisations
provided satellite mapping and analysis in a
poorly coordinated way, resulting in an over-
flow of mapping information and different
representation of the scale of damage. Nev-
ertheless, even if Civil Protection agencies
use satellite data in a critical manner, they
need more than raw information. Reliable
services are required that are affordable,
timely, and usable by people who are not
experts in the field.
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In the response phase, telecommunication is
of paramount importance as Civil Protection
agencies and field workers rely on obtaining a
wide variety of information from central facili-
ties. This includes accurate information,
which is typically stored in databases at
headquarters, such as maps of the area,
plans of buildings, and the locations of haz-
ardous goods. Moreover, when disaster relief
workers arrive at the scene there is an urgent
need to establish effective communication
links between different teams inside the af-
fected area and with national disaster re-
sponse facilities. Terrestrial communications
may fail or be destroyed at the onset of a
major disaster and their capacity is often
inadequate during emergency situations. This
underpins the importance of satellite commu-
nications in this area to provide a robust net-
work largely unaffected by events on the
Earth’s surface.

A crucial aspect in telecommunication is the
understanding and definition of user needs.
The dialogue between users and other stake-
holders in this field is still absent. The barri-
ers and opportunities should be clearly identi-
fied in order to fully exploit the benefits of
satellite-based technology and to enhance
the use of innovative services.

3.2.2 France

French Civil Protection is organised in differ-
ent hierarchical levels from national to local
scale. The use of space technologies is mainly
driven by the Civil Protection Directorate
which is developing and implementing new
tools in this field within its GIS unit.

This national directorate is attached to the
Ministry of the Interior and is responsible for
central management of current risks and
major disasters in France. Its fields of compe-
tence are current risks (e.g. accidents), natu-
ral risks (e.g. earthquakes or floods), techno-
logical risks (e.g. nuclear or chemical disas-
ters), health risks, and terrorist threats. This
national directorate runs the Joint Emergency
Management Operational Centre (COGIC)
that is tasked with the permanent monitoring
of CP issues within an inter-ministerial
framework. The centre is linked to the re-
gional and local operational centres as well as
to the European Monitoring and Information
Centre (MIC). The main missions are to in-
form governmental authorities, such as the
Ministry of the Interior, about all events that
could affect the population, as well as to re-
spond to reinforcement requests from the
regional level and from foreign countries dur-
ing emergency situations by mobilising all
necessary means.

ESPI Report 37

23

Space technologies are mainly used in the
field of Earth Observation with the support of
some international services (Disaster Charter
and EU Emergency Response Service). Space
technologies are also used for real time loca-
tion of ground forces (human and material
resources) as well as for telecommunication
and data transmission to and from the na-
tional joint operational centre. The interest in
geo-localisation and communication tools is
magnified in the context of missions in for-
eign countries, for example the recent earth-
quake and tsunami in Japan.

In the context of crisis management, the key
factor underpinning the interest in space
technologies, especially in the field of Earth
Observation, is the timely availability of in-
formation. Indeed, the main objective of Civil
Protection authorities is to provide a fast and
efficient response in order to reduce the ef-
fects of a disaster. The operational use of
space technologies still needs improvements
that can be achieved optimally by pooling
available resources. The Disaster Charter and
the GMES Emergency Response Service
(GMES-ERS) are good examples of global
cooperation in the Earth Observation domain.

It would be interesting to take the example of
these existing tools in order to develop other
space-based services for Civil Protection. For
example, there are many improvements that
need to be made in the fields of telecommu-
nication and geo-localisation concerning the
cost and the efficiency of these tools.

3.23 Germany

In Germany, the Federal Government is re-
sponsible for Civil Protection, while the States
are in charge of disaster protection. Both
work closely and efficiently with different aid
organisations and fire services. The major
types of disasters Germany has to deal with
are plain floods, such as the floods in Eastern
Germany in 2010, storms like “Kyrill” in
2010, and to a lesser extent localised land-
slides. The responsibility for flood prevention
rests at State level with the Ministry of
Transport and Environment.

As part of its strategy to improve the Civil
Protection system and to elevate Civil Protec-
tion as a key component of the national secu-
rity system, Germany has created the Federal
Office of Civil Protection and Disaster Assis-
tance (BBK) that consolidates federal services
related to Civil and Disaster Protection. This
agency acts as a federal service provider for
agencies and organisations involved in Civil
Protection tasks. Along with the BBK, another
important element in the overall system is
the Federal Agency for Technical Relief
(THW).
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The THW was founded in 1950 as a public
agency belonging to the Federal Ministry of
the Interior to provide direct disaster assis-
tance in Germany and abroad. The field work
of the THW is mainly done by volunteers.
Besides Civil Protection, its mandates are
local and national disaster relief on request of
local authorities as well as international op-
erations on behalf of the Federal Govern-
ment.

Civil Protection agencies in Germany, such as
the THW, use satellite applications mainly for
international aid missions. In this context,
Earth Observation as well as navigation and
satellite communication can all enhance the
effectiveness of Civil Protection agencies.
Satellite-based emergency mapping, for in-
stance, is useful to provide the basis for deci-
sion making processes such as damage as-
sessment and prediction as well as to create
a situational overview of the disaster area. In
the field of navigation it is of great benefit for
operations personnel to have local road maps
integrated into their GNSS devices. Further-
more, navigation services are necessary for
unit movement monitoring which is of par-
ticular interest for headquarters and disaster
management centres. Nevertheless, the most
important issue for Civil Protection agencies
is telecommunication as it is absolutely nec-
essary for coordination tasks, wherein the
reliability of communication systems is cru-
cial.

The requirements for using satellite-based
services in the field of Civil Protection are
varied. For example, there is a big difference
between national and international aid mis-
sions, given that for international missions
the Civil Protection agencies may not have
enough information on how the country is
structured. Moreover, the requirements for
satellite-based services depend highly on the
disaster itself. During a forest fire the situa-
tion can change dramatically within minutes
whereas in the case of floods the response
time is much longer and the situation
changes over a matter of hours. Another
critical point is disaster response, as there is
a significant difference if thousands of field
workers are operating in an affected area
who need to communicate and to be coordi-
nated, as was the case during the disaster in
Haiti in 2010, or if there is a disaster like in
Chile in 2010 where just a few rescue teams
were assisting. In the latter case, the re-
quirements for communication systems are
much lower since the amount of data trans-
mission and voice communication is less.

All in all, satellite-based applications for Civil
Protection have to be affordable, easy to set
up and to use, versatile as well as adaptable
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and interoperable, reliable and independent,
accepted and commonly used.

3.2.4 Hungary

Hungarian disaster management was estab-
lished out of the fire service and Civil Protec-
tion organisations performing state functions.
The consolidation was achieved as a result of
a natural process, for the sake of greater
efficiency, in which international effects and
experience have also played a part. The Na-
tional Directorate General for Disaster Man-
agement (NDGDM), headed by the Ministry of
Interior, is responsible for Civil Protection and
disaster management, the implementation of
related tasks at all levels, and also provides
support. In general, Civil Protection is organ-
ised on three different levels: national, re-
gional and local.

Within the NDGDM, the Department of Tele-
communication was restructured by forming
a GIS unit and integrated as the Department
of GIS and Telecommunication in the begin-
ning of 2011. Its goal is to provide support to
decision makers and end-users at all levels,
serve as a national focal point for national
and international programmes and projects
(e.g. GMES ERS), and to plan and organise
training.

The telecommunication system for Civil Pro-
tection agencies as well as other organisa-
tions such as police and fire fighters is based
on the terrestrial TETRA system that provides
unobstructed communication between users.
The system is managed by the government,
which enables an effective joint response.
Telecommunication is indispensable for com-
mand and control and therefore it is crucial to
have a stable and effective system. In this
context, the use of space-based solutions to
support the operations of Civil Protection
authorities is not integrated into the system
in Hungary, mainly because of the high costs
of satellite services. Therefore, satellite
communication is only used as a complemen-
tary solution, and devices for SatCom (e.g.
Iridium for voice communication or Inmarsat
BGAN for data transfer) are mainly used for
international missions.

NDGDM has created a Disaster Management
Geographical Information System to facilitate
the accurate and automatic flow of geo-
graphical data as well as to quickly provide
information to decision-makers for effective
emergency management. This system is cur-
rently under development in Hungary.

The European Civil Protection community
needs to take a federated approach to over-
come shortcomings such as interoperability
and standardisation, which are of utmost
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importance for cross-border disasters. Fur-
thermore, there is need for effective informa-
tion flow between Civil Protection agencies
and other stakeholders like service providers,
including updates on space related projects.
This could be realised by newsletters or
common platforms, as is being attempted
through the UN-SPIDER knowledge portal. A
systematic approach is still missing to com-
municate problems, requirements and possi-
bilities through the entire value chain. In this
context, an interesting idea raised during a
workshop on integrated approaches to flood
management, under the Hungarian EU Coun-
cil Presidency in 2011, involves the use of
social networks for information sharing, even
by developing a new, secure system that can
be used by Civil Protection agencies, fire
fighters, disaster management units and
even service providers.

Nevertheless, satellite communications are
widely recognised by Civil Protection agencies
as providing a resilient, complementary solu-
tion that can increase their effectiveness not
only for command and control but also for
delivering information derived from GIS. In
addition, satellite communications can con-
tribute to asset tracking systems, which in
turn depend upon the use of satellite Earth
observation and navigation services. An in-
crease in the usability of satellite-based ser-
vices could be attained through a decrease in
the costs of such services as well as training
in handling the devices and systems.

325 Italy

The role of the Italian Civil Protection system
is to protect both people and national re-
sources from natural and manmade disasters
through preventative, preparatory, respon-
sive, and recovery actions. The system coop-
erates with all levels of government and in
case of emergency can include other national
bodies, scientific and academic organizations,
private industry, and volunteers. Led by the
Institutional System of Civil Protection Au-
thorities, emergency response is initiated by
the “National Early Warning System”, as pro-
vided by the Civil Protection Authorities via
the “Functional Centers Network”. This net-
work manages all real time data related to
potential disasters, which originates from the
“National Competence Centres Network?”,
consisting of scientific institutions that pro-
vide preventative and real time hazard sce-
nario assessments.

In spite of the organizational complexity,
efficiency is achieved through coordinated
action, and the use of Earth Observation data
is critical in this respect. Many natural and
manmade disaster scenarios have been
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tested as experimental applications of the
system, through the coordinated actions of
the Italian Space Agency (ASI) and the Civil
Protection Department. With the Italian Civil
Protection Department, the GMES European
Emergency Response Service was developed
initially to serve strictly in a responsive role,
though it now addresses preparatory and
long term responses as well. Satellite data
enables both real time emergency mapping
and emergency support mapping, a prepara-
tory action to support relatively un-mapped
areas. The European GMES Emergency Re-
sponse Service is subsidiary to national com-
petencies, manages information regarding
trans-national events, and supports Europe’s
worldwide activities, especially “extensive
catastrophic” events for the purpose of hu-
manitarian aid.

ERS users include Civil Protection agencies,
Humanitarian Aid, and European Commission
representatives in a collaborative approach,
with Italy acting as a general coordinator
through the SAFER project, which empowers
the pre-operational version of the ERS. Thus
far, requirements, infrastructure, and proce-
dures have been established, and the pre-
operational service activated for cases of
emergency and international exercise, thus
validating performance with respect to these
requirements.

In general, the ERS, or any satellite based
emergency management system, must be
fast, available, and reliable; raw data must
be easily distributed among all actors; user
feedback must be encouraged; standardiza-
tion is essential; and inter-programmatic
cooperation must be encouraged, as with the
SAFER establishment of cooperation between
the ERS, Charter, and GMOSAIC. Lastly,
there is need for some standardization of
procedures to achieve the fastest and most
efficient information exchange.

3.2.6 Poland

Polish Civil Protection has been using and
experimenting with satellite applications for
several years. Notable examples include the
successful utilisation of GMES and GMES-
derived products during the large scale floods
in Poland in 2010 and deployment of informa-
tion environment providing commanders with
a common operational picture during the
international exercise COOperation 2008. Use
of satellite communication for strategic-level
coordination is a relatively standard practice
during a large-scale operation. Operational
use of several satellite application-based sys-
tems is planned during the EU Carpathex
2011 exercise that will be organised during
the Polish EU Presidency.
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Areas of Interest

Analysis conducted by experts of the Polish
Civil Protection has identified several areas
where use of satellite technologies provides
or can provide a clear added value for Civil
Protection activities. They cover all segments
of the crisis management circle.

Prevention

1. Risk assessment maps, taking into
account environmental and human
factors (i.e. possibility of the occur-
rence of the threat in certain envi-
ronmental and human conditions)

2. Development of spatial information
systems, i.e. as an input to damage
assessment maps (i.e. density of
population)

3. Development of satellite communica-
tion infrastructure for easier, faster
and more reliable communication af-
ter disaster

Preparedness

1. The use of modern technologies dur-
ing exercises

2. Proper training of emergency re-
sponders on the use of technologies

Response

1. Early warning and alerting systems —
with information about: what has
happened, what actions should be
taken, location of safe zones, evacua-
tion etc.

2. Disaster mapping (different scales
and resolutions, with optical and ra-
dar mapping)

3. Further mapping of the event at
agreed and acceptable intervals
(monitoring of the disaster)

4. Damage assessment maps (deter-
mining damaged objects, areas,
transport routes, calculating casual-
ties)

5. Determining safe transport routes,
with the ability to inform emergency
responders about crossing the border
of a safe zone (using maps, satellite
communication systems, positioning)

6. Determining safe evacuation zones

7. Communication arrangements in case
of destroyed ground infrastructure,
data exchange in common networks
(cooperation of all resources on the
scene, communication with command
centres)
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8. Communication arrangements for
citizens in the affected area, main-
taining contact with the media

Post-disaster and recovery

1. Further mapping — monitoring of the
disaster

2. Damage assessment and environ-
ment recovery maps, determining
safe zones and transport routes

3. Further recovery of communication
systems for citizens in the affected
area — organising temporary commu-
nication

4. Preliminary risk assessment maps

Experience from Training Activities

In 2006 in Zegrze, Poland a large scale Euro-
pean demonstration of use of space applica-
tions for crisis management was organised as
part of the Astro+ EU-funded project. The
demonstration was evaluated by involved
users from rescue formations and led to the
formulation of several relevant observations.

The use of space technologies to gather,
generate and disseminate information can
significantly contribute to development of a
rich and efficient information environment for
the operation. Such an environment provides
enhanced and up-to-date understanding of
the broader, strategic situation for people
operating in the field. This is of particular
importance since during international hu-
manitarian missions teams usually operate
with a high degree of independence, a single
chain-of-command does not exist and most
decisions are taken by field commanders.
Furthermore, the ability to know about activi-
ties conducted in the neighbourhood and to
communicate directly may lead to much more
effective horizontal coordination between
different teams and increase the efficiency of
the whole international effort.

Satellite technologies enable the use of a
remote centre (Situation Centre in the exer-
cise) to support humanitarian operations
through information gathering and its analy-
sis, providing recommendations and use of
experts’ knowledge. The centre can also gen-
erate a situation overview to brief top-level
decision-makers and to facilitate strategic-
level decisions on international humanitarian
aid.

Supporting centres should provide local op-
eration coordinators and international units in
the field with a wide range of geospatial
products, from digital maps of the area to
damage assessments, evaluation of commu-
nication infrastructure, etc. Standards and
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formats for such products should be prede-
fined and when ready, they should become
immediately available for units in the field. It
is important to ensure that information pro-
vided for people in the field can be optimised
according to their level of command in order
to avoid information overload.

The ability to locate oneself on the map and
particularly to observe/locate other units
proved to be the single most useful function-
ality available during the exercise, both for
units in the field and for the command centre
thus giving better situation awareness. Fur-
thermore, the ability to track/locate units
from outside the chain-of-command (e.g.
medical, NGO and other rescue teams,) may
allow more effective coordination of activities
between different actors engaged in opera-
tions. This would require the development of
mechanisms to exchange information about
position.

The use of Earth Observation data at the
strategic level allows better situation aware-
ness (and damage assessment in case of
disasters) and may lead to more optimal allo-
cation of resources. On and operational/local
level this information may also be useful, but
is supplementary. Priority needs are maps, if
possible enhanced by additional information
(e.g. passable/impassable roads). Paper
maps have significant advantages and should
be used in parallel to digital maps and termi-
nals. Therefore operational teams (e.g. at the
level of local headquarters) should have
equipment for fast and easy printing of maps.

The usefulness of the information environ-
ment supporting large-scale international
humanitarian operations will depend on the
efficiency and reliability of communication
infrastructure and the availability of sufficient
broadband capabilities. Not surprisingly, sat-
ellite communication must be the backbone
of such infrastructure.

Effective use of information tools will require
easily deployable and re-deployable SatCom
terminals assigned, optimally, to local com-
manders. They should have direct access to
terminals to benefit from broadband commu-
nication. Units operating in the field would
also need effective mobile communications
systems. As long as satellite mobile commu-
nication is not economically feasible, “last
mile” ground communication systems may be
needed to provide communication between
SatCom nodes and units in the field.

During international field training exercise
“Cooperation 2008”, a dedicated information
system was created for evaluation. It inte-
grated a set of existing, commercially avail-
able off-the-shelf products. Its function was
to provide better situational awareness for
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officers in headquarters (LEMA and OSOCC),
visualising the area of operation, basic tacti-
cal information and location of different
groups participating in the exercise.

During the exercise specialist tasks were
undertaken by different units: fire fighters,
medical units, search and rescue groups,
police, military, chemical and biological
teams, anti-terrorist units. Participants repre-
sented services of 7 different nations. The
secondary function of the information envi-
ronment was to create a common operational
picture for different command structures and
to facilitate exchange of information.

The experience clearly demonstrated the
benefits that could be achieved through de-
velopment and implementation of common
standards for exchange of geospatial infor-
mation between different actors in the crisis
management community. As it is hard to
predict which institutions will need to work in
a specific crisis situation, such standards
must be universally adopted.

Concluding, it is clear that it is not the un-
availability of technologies that represents
the main obstacle to implementation of satel-
lite solutions. Satellite communication solu-
tions are operational, even when they have
some limitations. There are already several
pre-operational services ready to provide
satellite imaginary in cases of large-scale
disasters. However there is still a limited
number of users fully aware of such possibili-
ties and prepared to effectively use them. At
the same time, during crises there is no or-
ganised flow of the feedback information
from users to the providers of the informa-
tion. Another issue of growing significance is
a lack of interoperability between different
positioning systems in use by emergency
services. That results in very limited use of
such systems for coordination of units coming
from different chains of command. This is
already the case within many countries, but it
is becoming particularly significant when pro-
vision of international assistance is con-
cerned.

The main challenges can be categorised in
the following order:

1. Raising awareness of available capa-
bilities of integrated space systems

2. Developing operational procedures
that take account of available space
capabilities

3. Developing technical standards for in-
teroperability of end-user systems

4. Integrating technologies
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3.2.7 Romania

Romania is a large country, with around 21
million inhabitants and an area of approxi-
mately 260,000 km?. There are many risks
including potential earthquakes, floods,
chemical and nuclear accidents, etc. The risk
of an earthquake is especially prevalent in
the country’s South-east region, which in-
cludes the capital Bucharest with approxi-
mately three million people. The last major
earthquake was in 1977, which resulted in
the deaths of several thousand people. The
number, significance, and potential of these
risks force the Civil Protection community to
be prepared, and to have a system that can
respond not only to everyday emergencies
around the country, but which can be mobi-
lized at any time to respond to a major disas-
ter outside Romania.

Integrated dispatch centres have long been
used to provide emergency services — these
centres are nodes for many organizations
including fire & rescue, police, and ambulance
response services. Formerly, these dispatch
centres covered smaller areas, and thus
communication was much easier (VHF radio
was sufficient) and the communications infra-
structure requirements were relatively sim-
ple. Nowadays, the centres are serving in-
creasingly larger areas (perhaps some ser-
vices will even accommodate multiple coun-
ties) with daily communication, and not only
in the event of disaster. This trend of reduc-
ing the number of dispatch centres and ex-
tending the coverage area is not confined to
Romania, and can be seen in many European
countries; e.g. Finland used to have 21 cen-
tres and now has about five integrated cen-
tres serving the whole country. Therefore,
communication becomes a very important
and vulnerable point because with no redun-
dancy in the system, a single point failure in
a communication network terminates all
communication between the control centre
and the rescue teams. Thus the creation of
redundant systems is critical, and especially
ones that depend not only upon ground
communications in countries like Romania
where the likelihood of earthquakes is signifi-
cant. Furthermore, the prevalence of rural
regions in Romania presents a significant
challenge to communication within the coun-
try. And, as the world becomes increasingly
connected, a comprehensive communications
solution encompassing voice and data is criti-
cal.

Years ago, Romania began reorganising the
emergency management and response sys-
tem. Given that the Ministry of the Interior
had previously transitioned from VHF to the
TETRA digital communication system, Roma-
nia recently unified its communications archi-
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tecture by transitioning the Ministry of Health
to TETRA as well. This presents a unique op-
portunity for the use of telemedicine. While it
is obviously desirable to have a doctor in
every ambulance, the use of telemedicine is
an opportunity to bridge the impracticality of
that desire. Over the last three years Roma-
nia has tried to provide a virtual doctor in
every ambulance using telemedicine by
equipping every new type B emergency am-
bulance with real-time telemedicine systems.
Currently there is increasing use of real-time
video streaming from those ambulances and,
by the end of September 2011, 100 fire de-
partment based ambulances will also have
video streaming systems installed. The im-
pact is significant because the system is
country wide and not simply regional.

The telemedicine system has two levels: pre-
hospital (currently 800 ambulances equipped
with this system), and the regional inter-
hospital telemedicine system (which supplies
smaller emergency rooms and hospitals with
advice offered by regional university centres).
Because there are some hospitals with no
advanced emergency care facilities, and be-
cause there is no guarantee that every hospi-
tal has a specialist in every field, the inter-
hospital telemedicine system is becoming
increasingly important in providing counsel to
hospitals lacking in certain areas of expertise.
Existing inter-hospital telemedicine in Europe
usually involves a telemedicine system for
every specific topic. The system in Romania
deals with every kind of pathology dealt
within the field of emergency medicine. This
type of system is extremely beneficial, as
well, in the case of disasters, in order to
transmit data from the scene to command
and control centres.

To use this system in remote areas, terres-
trial communications systems like GSM/GPRS
(normally the ambulance telemedicine sys-
tems are equipped with GPRS) become less
efficient and other methodologies such as
satellite technology must be considered. This
is not only relevant to remote areas, but also
when ground-based systems are disrupted
during a disaster.

The establishment of uniform digital commu-
nication throughout Romania takes the coun-
try one step further on a long path. The use
of satellite technology could be a further step
to provide redundancy in the communications
systems, however, the cost of satellite-based
communications is presently too great a hur-
dle. For example, the 800 vehicles equipped
with the telemedicine system cost Romania
around 1300 Euros per month, including all
the data transfer, with thousands of trans-
missions taking place every month country
wide. Transferring this service to satellite
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communication would raise costs signifi-
cantly. One potential method to reduce costs
is to increase the number of countries using
the system so that SatCom becomes the
baseline, and not simply a redundant option.
The path forward depends greatly on what
kinds of operations will be needed and im-
plemented in the future.

3.3 Summary of the Round-
table Discussions

The following chapter is based on two round-
table discussions. The first roundtable took
place on the first day of the workshop and
aimed at discussing the benefits for the Civil
Protection community of the use of satellite-
based services. It was moderated by Pierluigi
Mancini (ESA) and Erich Klock (ESPI). The
panelists, Raed Arafat (Ministry of Health,
Romania), Amnon Ginati (ESA), Siegfried
Jachs (Austrian Federal Ministry of the Inte-
rior), Tomasz Kolodziejczyk (National Head-
quarter of the State Fire Service, Poland),
Marzia Santini (National Department of Civil
Protection, Italy) and Tiphaine Schmitt (Min-
istry of the Interior, France), discussed the
key issues raised during the presentations of
the previous sessions.

3.3.1 Importance of Satellite Communication for
Civil Protection

From an operational point of view telecom-
munication is one of the most crucial issues
for Civil Protection followed by other applica-
tions such as mapping or monitoring. In this
context, the focus should be on both fixed
satellite services and mobile satellite ser-
vices. CP authorities need a reliable commu-
nication system whether it is satellite based
or terrestrial. Field teams depend strongly on
reliable communication between themselves
and operations centres as loss of communica-
tion capability implies loss of operational con-
trol. Due to the vulnerability of terrestrial
services during disasters, there is an obvious
need for a complementary or backup system.
Moreover, the coverage by terrestrial sys-
tems is often confined to urban areas and
there is rarely good coverage (in terms of
available capacity) of rural or remote areas.
In contrast, satellite communication provides
a resilient, complementary solution that can
increase the effectiveness not only of com-
mand and control but also in delivering in-
formation.

Mobile communication equipment used by
Civil Protection agencies should be able to
transparently utilize satellite communication
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infrastructure in case terrestrial communica-
tions fail or are not available at all. Even if
nowadays satellite communication is mainly
used for voice communications, the transmis-
sion of relevant data that could improve the
monitoring and managing of emergencies has
become more and more important. This im-
plies also an increasing demand for increased
telecommunication capacity. The transmis-
sion of massive amounts of data in real-time
via current narrowband terrestrial CP systems
like TETRA and TETRAPOL is difficult to im-
plement operationally. For instance, when
Romania developed its tele-medicine system
it failed to transmit images in real-time
through the TETRA network because of miss-
ing bandwidth.

The real-time transmission of data is an im-
portant issue for effective emergency man-
agement. Participants in the panel discussion
agreed that in many cases there is modest
operational effectiveness if the required in-
formation is transmitted too late. For exam-
ple, from a doctor’s point of view it is unac-
ceptable to receive critical data several min-
utes later since the sampled vital data of a
patient can change dramatically within this
time. By contrast, within a tele-medicine
system, doctors can take decisions and give
advice on how to treat a patient if they re-
ceive the information immediately. Therefore,
for effective use of such services it has be-
come increasingly important that huge
amounts of data are transmitted in real-time.

Space applications are indeed crucial to in-
crease the efficiency of CP agencies but real-
time data transmission from the headquar-
ters to field rescue teams is still a problem
the CP community is facing. Having a satellite
communication system integrated with con-
ventional terrestrial systems could be a solu-
tion to this issue. This implies a system in
which satellite communication is used at least
as backup to provide a robust communication
system. However, a key problem that re-
stricts the use of SatCom based services is its
inherent affordability. Satellite communica-
tion services are mainly used for voice com-
munication and only as backup systems in
case of emergency or in a remote/isolated
context given that terrestrial communication
is more affordable. Therefore, it will be nec-
essary to ensure competition among compa-
nies that are in a position to deliver such
services on a cost-effective basis. A joint
procurement approach would allow CP agen-
cies to federate their demand and thereby
reach a critical mass to justify permanent
booking of capacity. Such an approach would
also lead to reduced service costs for CP
agencies. Furthermore, CP actors need to
clearly formulate their needs and require-
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ments for services. The more precisely the
requirements of Civil Protection agencies are
defined, the better the satellite-based ser-
vices that can be provided to them.

33.2 ESA’s User Driven Approach

With the Integrated Applications Promotion
programme ESA is trying to promote a new
user driven approach contrary to the tradi-
tional technology pushed programme in order
to meet the needs and requirements of vari-
ous users. This approach is in line with the
Poland’s ambitions for its EU Council Presi-
dency in the second half of 2011. The goal is
to voice the demand of the relevant users as
well as the existing industry offers to gener-
ate the necessary market dynamic. In the
field of Civil Protection Poland is focusing on
bilateral communications between research
centres and CP actors. A user driven ap-
proach is an effective means to improve
communication and to understand the needs
of both sides.

In this context, it is important to highlight the
different landscapes. In general, there is a
lack of dialogue between industries looking at
their business and user communities who
have a problem but do not have sufficient
financial resources at their disposal to resolve
it. Therefore, it is difficult to provide guaran-
teed services when CP institutions are not
able to bear the costs for them. This situation
is exacerbated by the fact that the media
competes with them and they are in a posi-
tion to invest significant sums in this field.
The way forward does not necessarily lie in
the development of new satellites; it is rather
a question of affordability and interoperabil-
ity. Therefore, a systematic dialogue should
identify and formulate the needs of the CP
community. A user-driven initiative would
represent the interests of Civil Protection to
the satellite industry, thereby achieving the
development of satellite-based services and
solutions designed to meet the specific needs
of the CP community.

3.3.3 Active Information Flow of Lessons
Learned

A possible way to enhance the exploitation of
satellite based technology could be to exploit
information on experiences from previous
disasters (i.e. the lessons learned feedback
loop). One of the key elements identified in
the frame of this feedback exercise is the lack
of a satisfactory telecommunication infra-
structure. According to the panel, an analysis
of the lessons learned series in 2002, done
by Poland, has revealed that in many large-
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scale disasters telecommunication was one of
the major problems.

One problem might be that the results of
these feedback exercises are only distributed
amongst the CP community. Nowadays, a
systematic approach is missing to communi-
cate the problems also to other actors, for
example service providers. In many cases not
even the national space agencies have rapid
access to these kinds of reports. This means
that there is a lack of communication be-
tween the different stakeholders.

In most countries, there is already a link be-
tween the national Civil Protection agencies
and the national space agencies. For example
in Poland the experts of the national space
agency strongly support the CP authorities.
Ranging from exercises to real rescue opera-
tions, the CP community receives feedback
and reports from the technical experts on
experience gained in previous disasters. Nev-
ertheless, there is no mechanism that allows
the European CP community to have efficient
and simple access to space assets. Further-
more, there is not yet a clear articulation of
the specific needs of the CP community that
would enable service providers to develop
services to meet these requirements. ESA
can support cooperation between the CP
agencies and the space sector by trying, to-
gether with the users, to define weaknesses
in existing systems.

A related issue is the importance of aware-
ness building and training of CP field opera-
tors on the installation and use of satellite
equipment because often CP operators are
not specialists. Therefore, CP agencies should
be involved in satellite demonstration activi-
ties for training and awareness of the poten-
tial benefits they will receive from their use.

334 Interoperability and Standardisation

This section is based on the second roundta-
ble discussion on the second workshop day.
Its aim was to review national approaches to
improve operational capabilities through sat-
ellite applications. Moderated by Pierluigi
Mancini (ESA) and Mildred Trogeler (ESPI)
the panelists Martin Keitsch (THW, Germany),
Rene Kerschbaumer (Emergency Call, Lower
Austria), Kinga Perge (National Directorate
General for Disaster Management, Hungary),
Michael Pregesbauer (Civil Protection De-
partment, Lower Austria), Jakub Ryzenko
(Space policy expert, Poland), and Juan Car-
los Villagran de Leon (UN-SPIDER, Vienna),
discussed their operational experience.

Another key issue is interoperability as CP
teams from different countries often deploy
across national borders and outside Europe.
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The equipment and infrastructure selected by
the CP agencies are mainly commercial de-
vices and they vary not only on country level
but also at local level, thus resulting in prob-
lems of interoperability between different
task forces. The communication problems
that CP agencies face during cross border
disasters highlight the need for a federated
approach. Problems occur for example when
integrating information collected by different
organizations, using various satellite and
terrestrial tools that are stored in dispersed
databases. Especially at the command and
control level, it is important to ensure that
different type of forces from different nations
can communicate in a coherent form. Transi-
tion to Internet Protocol (IP) based services
is happening in many individual CP networks.
The use of IP services over satellite across all
the different national CP networks could help
to improve interoperability and to lower the
cost of the service offered. During a disaster,
satellite communication can help maintain
links, for instance, between disaster response
officials, the government and affected people.
Hence, it is of utmost importance to achieve
standardization across European CP tele-
communications systems.

According to the panel there is a lack of stan-
dardization regarding the systems, tech-
niques and technologies used by European
Civil Protection. In the institutional sector,
interoperability and standardisation between
different systems is very low as different
bandwidth, protocols and technologies are
used. Several standards exist, but there ex-
ists no entity in Europe that is in a position to
enforce or establish a common standard.
Nevertheless, standardization activities would
be necessary to overcome the current lack of
interoperability. Even if a formal standardisa-
tion would technically be possible from a
theoretical point of view, this would lead to
difficulties on the operational side in practice.
During the discussion on standardization and
utilization of data the objection was raised
that the provision of data should not be sub-
ject to discussion anymore as the issue is to
provide services to users. In case of a disas-
ter, there are a lot of entities involved (e.g.
CP agencies, insurance companies, etc.) that
need services and not specific raw data.

There is also a growing concern about secu-
rity since CPs have to increasingly operate in
regions with high threat levels. For example,
the THW tries to conform to standards from
international organizations like the UN sys-
tem MOSS (Minimum Operating Security
Standards) in which also communication de-
vices are defined. Moreover, the adoption of
security standards for reliable communication
should be considered and CP agencies should
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be considered as “premium” users, if neces-
sary to the detriment of regular users. There-
fore, security matters have to be considered
when establishing common standards.

The panel also mentioned the gap in funding
during the mitigation and preparedness
phase of the emergency management cycle.
When there is a major disaster, public and
political interests are high and money is
available. After the recovery phase the inter-
est starts to decrease and less money is
available for services. The roundtable discus-
sions stressed the importance of space-based
applications to increase the efficiency and
effectiveness of European Civil Protection in
the event of major disasters. The discussions
brought together the views of CP experts
from different countries, while highlighting
some of the needs and requirements of the
CP community. All in all, there is a need for a
federated European approach to overcome
problems like interoperability and standardi-
zation as well as to make SatCom based ser-
vices affordable for CP agencies. Further-
more, the needs of the CP community should
be clearly identified and formulated, and a
better flow of information among the different
actors in this field should take place.

3.4 Shortcomings and User
Requirements

This chapter provides an overview of the
requirements of the Civil Protection commu-
nity, and some corresponding shortcomings
of current satellite services. It reflects the
needs and requirements that were discussed
during the ESPI workshop, which, by the end
confirmed that the participating Civil Protec-
tion community needs a set of tailored space-
based applications to enhance its operational
capability. Dedicated effort is needed in the
following aspects of the use of satellite-based
services by Civil-Protection end-service pro-
viders:

e Interoperability of communications
equipment across different networks and
services

e Availability of dedicated satellite-based
services in a timely fashion

e Cost effectiveness of satellite-based

communications services

e Best practice in the general use of satel-
lite-based services for Civil Protection

Satellite-based services have the potential to
support the full disaster management cycle,
however previous ESA surveys as well as the
ESPI workshop “Space for Civil Protection”
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Figure 3.1: Satellite communications services currently used by interviewed CP agencies (source: ESA)

have underpinned that the current use of
satellite services by Civil Protection agencies
needs to be greatly enhanced. A main weak-
ness of current satellite-based services is
their lack of availability during different
stages of the response phase, for example in
cases of risk assessment, coordination, early
warning, and search and rescue. The com-
munication bandwidth required by CP agen-
cies depends mainly on the number of active
groups simultaneously operating in the field,
and the amount of data being transferred.
Normally, the required volume is small, but it
peaks during disasters when a variety of
data, such as damage reports, positioning
information and images from affected areas
must be available in real-time.

In an important study named CiProS (con-
ducted by ESA) a survey of Civil Protection
agencies from different countries highlighted
the current use of space-based services.

Telecommunications are vital for Civil Protec-
tion, and major emergencies consistently
expose a shortfall in the availability of tele-
communications capacity (e.g. the Katrina
hurricane, the Haiti earthquake and the Paki-
stan floods). Terrestrial-based communica-
tions are often unavailable during such emer-
gencies and have limited capacity. In con-
trast, satellite communication systems pro-
vide a robust network that is largely
unobstructed by events occurring on the
earth’s surface, thereby facilitating consistent
and reliable communication. Concerning cov-
erage and capacity allocation, satellite com-
munication enables a more flexible response
to disaster situations than terrestrial commu-
nication systems. In this respect, the use of
satellite communications permits Civil Protec-
tion agencies to improve their overall opera-
tional capabilities.
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As shown in Figure 3.1, satellite communica-
tion services serve mainly as a back-up to
terrestrial communications, and this role is
absolutely crucial in robust CP operations.
And when these services are used, it is
mostly for voice communications among local
responders and local sites, as well as be-
tween local sites and national headquarters.
The limited use is mainly due to the fact that
data transfer rates have been very low in the
past, as many procedures have used only
orally communicated information. As the
bandwidth of communications networks ex-
pands, relevant data that could improve the
monitoring and managing of emergencies is
being transmitted. For example, live video
transmission is a key capability and is mainly
used to report on the status at a site of
emergency.

Some Civil Protection agencies are already
equipped with different satellite-based com-
munications systems, and look forward to
satellite-based broadband service. This ca-
pacity allows more applications, for example,
not only command and control but also for
delivering information derived from Geo-
graphical Information Systems (GIS). Never-
theless, a critical limiting factor in the use of
satellite communications services is their
higher costs when compared to terrestrial
communication systems.

Mobile satellite services are mainly used by
local responders for voice communication
with GPS integration in some cases for the
transmission of position information via SMS.
These services are provided by Globalstar,
Iridium and Thuraya systems, and operate
with small cell-phones with omni-directional
antennas (possible due to LEO satellite con-
stellation). Moreover, many devices are al-
ready compatible with terrestrial networks, as
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CP operators prefer to switch to terrestrial
wireless communication when available be-
cause of the lower usage costs.

A second critical issue concerning the use of
satellite services is their availability at differ-
ent stages of the response, e.g. in cases of
hazard identification, management, risk as-
sessment, and search and rescue. Specifi-
cally, the delay between the request for a
dedicated channel and the assignment of
bandwidth is too great (typically one week)
on satellite-based networks, reducing the
interest in satellite connections during the
first most critical days of emergency man-
agement. Moreover, difficulties often occur in
obtaining sufficient bandwidth on short no-
tice, due in part to competition with other
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customers such as the media, and with coor-
dination of multiple users and suppliers.

The equipment and infrastructure selected by
CP agencies are mainly commercial devices
that vary not only between countries, but
between localities, leading to problems re-
lated to interoperability between several task
forces. As a result, CP agencies have fre-
quently requested that the satellite industry
satisfies their specific needs and lowers
prices. There is no institutional satellite ser-
vice that could satisfy security, QoS and
availability issues. Indeed, it is the frag-
mented use of satellite-based services that
has led to a lack of standardisation of equip-
ment.
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Satellite navigation services are commonly
used for search and rescue as well as asset
management and tracking, and less so for
personal localisation than for vehicles.

The most significant application for Earth
observation services is damage assessment
through imaging prior to and following a dis-
aster. Earth observation services are well
recognised by CP agencies as an important
tool, but the main shortcoming is the limited
availability of real-time information for sup-
porting CP activities during the response and
damage assessment phase.
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To overcome the shortcomings in the use of
satellite applications, a Europe-wide pro-
gramme is needed to present CP interests to
the satellite industry and bring about satel-
lite-based solutions customised to meet CP
needs. Therefore, a desirable solution in-
volves a joint European approach, dedicated
to the development of a set of tools and ser-
vices addressing CP agencies needs, with a
consolidated procurement of space-based
resources.
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4. International and European Regulatory

Framework

The rising number of natural and man-made
disasters increases the need to establish a
sustainable disaster management framework
for the provision of assistance in the event of
disasters. Space-based technologies, such as
Earth observation and telecommunication
satellites have a vital role in responding to
and mitigating disasters in a timely and effi-
cient manner. In this respect, the Interna-
tional Charter Space and Major Disasters®
(the Charter) and the Tampere Convention
on the Provision of Telecommunication Re-
sources for Disaster Mitigation® (the Tampere
Convention) are the most important coopera-
tive agreements in this field at international
level. They constitute a coordinated interna-
tional effort to make critical space assets
available to communities affected by disas-
ters. Nevertheless, these international legal
instruments as well as the European regula-
tory framework must be assessed as to their
capacity to effectively meet the needs and
requirements of the users of the Civil Protec-
tion community.

4.1 International Charter
Space and Major Disasters

Following the Unispace IllI conference in Vi-
enna, the Charter was established on the
initiative of ESA and CNES (France’s Centre
National d’Etudes Spatiales) and signed on 20
October 2000.* Its purpose is to provide
timely access to satellite-based data in the
event of natural or man-made disasters, to
promote cooperation between space agencies
and space system operators and to enable
participation in the organisation of emer-
gency assistance or subsequent operations.
Considering the different stages of disaster
management, ranging from mitigation, pre-

% Charter On Cooperation To Achieve The Coordinated
Use Of Space Facilities In The Event Of Natural Or Tech-
nological Disasters, Paris, done 25 April 2000, entered into
force 20 October 2000, Rev.3 (25/4/2000).2.
<http://www.disasterscharter.org/charter>.

% Tampere Convention on the Provision of Telecommuni-
cation Resources for Disaster Mitigation and Relief Opera-
tions, Tampere, done 18 June 1998, entered into force 8
January 2005, 1-40906.

“ “About the Charter.” 28 May 2010. International Charter
Space and Major Disasters 29 June 2011
<http://www.disasterscharter.org/about>.
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paredness, response and recovery the Char-
ter deals with the response phase.® The
Charter does not apply to armed conflicts,
humanitarian actions not linked to a specific
disaster, droughts, and routine epidemiologi-
cal outbreaks. It cannot be activated more
than 10 days after an actual crisis has
started, as this would constitute a period
beyond the emergency.®

The Charter establishes a process by which
an authorised user can request mobilisation
of space and associated ground resources by
calling a confidential phone number. In gen-
eral, an authorised user is defined as a Civil
Protection, rescue, defence, or security body
from a State Party to the Charter. Further-
more, relief agencies in States that are not
signatories of the Charter are also able to
activate the Charter by requesting assistance
from similar agencies in their country or by
asking for international aid from States Par-
ties. Since 2003, the UN Office of Outer
Space Affairs (UN-OOSA), in addition to
UNITAR/UNOSAT, has become a cooperative
body to the Charter enabling the request of
Charter data on behalf of users from the UN.
This has further expanded the scope of the
Charter and has proven useful to users that
are not familiar with the activation of the
Charter. The principle underlying the Charter
is that images and data acquired by Earth
observation satellites should be made avail-
able without charge to the authorities re-
sponsible for organising relief operations in
disaster areas. The Charter creates a unified
and coordinated system of image and data
acquisition and delivery to relief teams all
over the world. The unique feature of the
Charter is that, according to Article 3.1, no
funds will be exchanged between parties in
return for services provided through the acti-
vation of the Charter. Each space agency
party to the Charter cooperates on a volun-
tary basis. The Charter is not a legally bind-
ing instrument imposing legal duties and
obligations, but it builds on goodwill and best

® Holdaway, Richard. “Is Space Global Disaster Warning
and Monitoring now Nearing Reality?” Space Policy 17.2
g2001): 127-132.

“International Charter Space & Major Disasters, Annual
Report, Period May-December 2002.” 25 June 2003.
International Charter Space and Major Disasters 29 June
2011
<http://lwww.disasterscharter.org/c/document_library/get_fil
e?folderld=20227&name=DLFE-2505.pdf>.
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endeavours of the members. The Charter
Parties have committed resources to support
the functioning of the Charter and know that
they will not be compensated for their ser-
vice. Each party bears the costs for acquiring
the satellite image, processing the data, and
producing products for delivery. All Parties to
the Charter are part of the Charter Board
responsible for the governance of the Char-
ter. Each Party serves as a rotating host
agency administering the obligations laid
down in the Charter and coordinating with
external partners.

The Charter implements principles set forth in
the Outer Space Treaty’ and the UN Remote
Sensing Principles®. These principles consist
of maintaining the freedom of outer space,
using space for the common good of human-
ity, and promoting international cooperation.
In line with these principles, the Charter pro-
vides remote sensing data to States stricken
by disasters upon request at no cost, espous-
ing the idea of conducting remote sensing
activities for the benefit of all States. The
Charter builds on international cooperation
and the use of space for the benefit of hu-
mankind. The Charter even goes a step fur-
ther than the requirements stipulated in the
Remote Sensing Principles by providing the
remote sensing data not for “reasonable cost
terms” but free of charge.®

The Charter was declared formally opera-
tional on 1 November 2000. Since then, it
has been activated more than 300 times and
is an exemplary use of space systems to fa-
cilitate the work of relief teams on the
ground. The large number of activations is
also a testimony to the success of the Charter
and the trust of the parties in the efficiency of
this instrument.

However, the Charter itself is not free of
shortcomings and could be improved. A ma-
jor drawback is the lack of a binding nature
of the Charter. It is desirable to make com-
pulsory the provision of remote sensing data
and images at no cost, given that thus far
Charter operations occur on a merely volun-

" Treaty on Principles governing the Activities of States in
the Exploration and Use of Outer Space, including the
Moon and Other Celestial Bodies, Lon-
don/Moscow/Washington, done 27 January 1967, entered
into force 10 October 1967, 610 UNTS 205, 6 ILM 386
(1967).

® United Nations General Assembly. Principles Relating to
Remote Sensing of the Earth from Outer Space, Held in
New York from 10 October to 11 December 1986. UN Doc.
A/RES/41/65 of 3 December 1986. New York: United
Nations.

° Atsuyo, Ito. “Legal Aspects of the International Charter on
Space and Major Disasters.” Presentation. Proceedings of
the 47th Colloquium on the Law of Outer Space. Interna-
tional Institute of Space Law, Vancouver, Canada. 4-8 Oct.
2004: 236.
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tary basis. Through the establishment of
state practice and the confirmation by opinio
juris, the Charter could become customary
law over time and therefore binding.'® An-
other drawback is the desire of non-expert
users to have not only the raw data but also
the analysis of this data at their disposal.!
Furthermore, services under the Charter are
provided on a best effort basis, meaning that
the signatories of the Charter take necessary
measures in the provision of aid, but do not
guarantee certain results. Thus, in Article
5.4, the Charter includes a waiver of liability
for its Parties. As a consequence, the re-
questing party cannot take legal action
against those providing the remote sensing
data, for instance, when the use of erroneous
data leads to damage or financial loss. How-
ever, there are legal aspects remaining to be
resolved. Because of the limited number of
countries involved in the Charter, it does not
include all potential disaster victims, and the
question arises whether the unilaterally de-
clared waiver of liability still applies to victims
who are not in one of the Signatory States
during the disaster. In fact, the Charter only
provides for a waiver of liability concerning
cases arising between an affected State and
those States Party to the Charter. There is a
legal vacuum for cases concerning the poten-
tial liability of third parties. Additionally, the
injured party cannot claim damages under
the Liability Convention'?, as this would re-
quire compensation for physical damage di-
rectly caused by a space object’s impact on
Earth, which does not include damage from
remote sensing activities. The misuse or mis-
interpretation of data provided through the
Charter could not only lead to major damage
but also to reluctance of States to activate
the Charter due to a loss of confidence.®®

Furthermore, previous studies, such as the
CiProS study conducted for ESA, have dem-
onstrated the importance of SatCom in the
field of Civil Protection. According to the
wording of the International Charter Space

19 Atsuyo, Ito, Report: IISL/ECSL Space Law Symposium
2006: Legal Aspects of Disaster Management and the
Contribution of the Law of Outer Space, 45" Session of the
UNCOPUOS Legal Subcommittee (Apr. 2006), note 41.

1 Voigt, Stefan, Kemper, Thomas, Riedlinger, Torsten,
Kiefl, Ralph, Scholte, Klaas and Harald Mehl. “Satellite
Image Analysis for Disaster and Crisis-Management Sup-
port.” IEEE Transactions on Remote Sensing 45.6 (2007):
1520-1528
<http://ieeexplore.ieee.org/iel5/36/4215027/04215094.pdf?
tp=&arnumber=4215094&isnumber=4215027>.

12 Convention on International Liability for Damage Caused
by Space Objects, New York, done 29 November 1971,
entered into force 1 September1972, 961 UNTS 187
(1972).

'3 Beets, Josie. “The International Charter on Space and
Major Disasters and International Disaster Law: The Need
for Collaboration and Coordination.” The Air & Space
Lawyer 22.4 (2010): 12-15.
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and Major Disasters it is possible to request
telecommunication services. This is to sup-
port the emergency response phase of the
risk management cycle. In practice, the Char-
ter delivers EO data, which is sometimes
supported by telecommunication assets.
Hence, the Charter does not include an effec-
tive mechanism for the provision of SatCom
during and after major disasters. The Inter-
national Charter is a well-proven Charter for
the use of earth observation satellite services
for disaster and emergency response, but its
scope is limited. The Charter addresses fund-
ing and data availability, but not the integra-
tion of its results into either a central infor-
mation management system or the daily
command chain of Civil Protection and hu-
manitarian teams.

4.2 The Tampere Convention

The importance of telecommunication, in
particular SatCom, in the event of an emer-
gency has been generally recognised, but
prior to the enactment of the Tampere Con-
vention its wider use by humanitarian organi-
sations was restricted. While the deployment
of satellite technology has been improved in
recent years, regulatory barriers have hin-
dered the transportation and utilization of
telecommunication equipment by organisa-
tions in third-world countries stricken by dis-
asters. The trans-border use of telecommuni-
cation equipment by humanitarian organisa-
tions was often impeded by regulatory barri-
ers, making it extremely difficult to import
and rapidly deploy telecommunications
equipment in an emergency without prior
consent of the local authorities. For instance,
relief teams were required to obtain operat-
ing licenses before making use of their tele-
communication equipment,™ and thus they
were not in a position to rapidly reconstruct
and rehabilitate destroyed telecommunication
devices and networks. Deficits in telecommu-
nication can cause fatal delays, as the first
few hours after the disaster has occurred are
the most critical for saving lives. In addition,
international telecommunications policy prior
to the Tampere Convention faced problems
with respect to the security and safety of
relief teams in the field. For instance, UN
staff were Kkilled or disappeared while on
duty, some were taken hostage, assaulted or
raped due to the fact that they were unable

* «“Tampere Convention on Emergency Telecommunica-
tions Comes into Force.” 8 Feb. 2005. International Tele-
communication Union 29 June 2011
<http://lwww.itu.int/newsroom/press_releases/2005/01.html
>,
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to communicate for lack of radio equipment.®
Because of these shortcomings, relief teams
were unable to provide adequate assistance
needed in countries affected by disasters.
Therefore, the Civil Protection community
stresses the need for a long term vision to
overcome these issues.

4.2.1 The Scope and Mechanism of the Tampere
Convention

The Tampere Convention resulted from the
need to address the predictable and preva-
lent barriers encountered by international
disaster relief teams using telecommunica-
tion. The International Telecommunications
Union (ITU) has taken initiatives providing a
platform for discussion of how to improve the
situation for relief teams deploying telecom-
munications facilities and services. Under the
auspices of the ITU the Tampere Declaration
on Disaster Communications was issued in
1991, which was intended to ensure the pro-
vision of reliable telecommunications systems
for disaster mitigation and disaster relief op-
erations.® This Declaration also recom-
mended an international agreement aimed at
facilitating and coordinating international
telecommunication resources to be used in
natural disasters. The suggestions made in
the Tampere Declaration were then inte-
grated into the Tampere Convention adopted
on 18 June 1998 by the delegates of the 75
countries that attended the Intergovernmen-
tal Conference on Emergency Telecommuni-
cations (ICET-98). Even though the success-
ful adoption of the Tampere Convention was
regarded as a milestone for disaster mitiga-
tion and relief operations, it took seven years
for this crucial Convention to come into force.
With the ratification of 30 countries, it en-
tered into force on 8 January 2005, shortly
after the Asian tsunami devastated countries
bordering the Indian Ocean.

Unlike other documents on disaster manage-
ment, the Tampere Convention is the first
legally binding multilateral treaty facilitating
the use of telecommunication resources for
disaster and relief. The Convention recog-
nises the essential role of telecommunication
during and after emergencies because the
reliable and expeditious availability of such
sources is the basis of other mitigation and

'* Ryszard, Struzak. “Evaluation of the U.N. Office for the
Coordination of Humanitarian Affairs Project on Emer-
gency Telecommunications With and In The Field.” 31 July
2000. United Nations Office for the Coordination of Hu-
manitarian Affairs 29 June 2011
<http://lwww.ryszard.struzak.com/UN_OCHA_Rprt_2000.p
df>.

!¢ “Handbook on Disaster Communication.” 2001. Interna-
tional Telecommunication Union 4 July 2011
<www.itu.int/itudoc/itu-d/question/studygr2/q016.pdf>
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relief efforts. It calls on States to facilitate
the provision of prompt telecommunication
assistance to mitigate the impact of a disas-
ter, and covers both the installation and the
operation of reliable, flexible telecommunica-
tion services. The treaty simplifies the use of
life-saving telecommunication equipment.

The Convention, consisting of 17 Articles, is
designed to expedite and facilitate the use of
telecommunications in the event of an emer-
gency. The Preamble also recalls the crucial
legal instruments in the field of disaster man-
agement, such as, inter alia, relevant UN
resolutions and the Tampere Declaration. The
Convention defines the overall framework for
cooperation among State Parties, interna-
tional organisations, and non-State entities in
international humanitarian assistance. Both
States and non-State entities are obligated to
cooperate in deploying terrestrial and satellite
equipment for the prediction and monitoring
of hazards and disasters, to exchange infor-
mation, and to install and operate reliable
and flexible telecommunications resources for
humanitarian relief and assistance organisa-
tions. According to Article 4.1, a State Party
may request, either directly or through the
operational coordinator, the provision of tele-
communication assistance, specifying the
scope and type of assistance required. The
requested State then decides whether it will
provide telecommunication equipment and
determines under which conditions, terms,
restrictions and costs this assistance would
be provided.

The removal of regulatory barriers has been
the key objective for the adoption of the
Tampere Convention. As Article 9 obliges
States to adopt means to reduce and remove
regulatory barriers to the use of telecommu-
nications resources, it is considered as one of
the core provisions. The Tampere Convention
refers to certain practices, such as revising
national regulations, streamlining the license
application procedures, and granting tempo-
rary waives of the regulations for specific
telecommunication resources. It also recom-
mends the recognition of foreign type-
approval of telecommunication equipment
and operating licenses. In addition, States
grant pre-clearance to telecommunication
resources. To ensure effective implementa-
tion of this provision, States shall inform sig-
natories about measures taken for removing
regulatory barriers and procedures available
for the exemption of specific telecommunica-
tion resources for disaster relief. The imple-
mentation of this provision faced serious diffi-
culties as States are generally reluctant to
subordinate themselves to supranational
regulatory framework as they fear that their
sovereign rights could be affected. Another
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concern is that foreign use of their telecom-
munication equipment could cause harmful
interference in their domestic affairs.”

To dispel such fears, the Convention under-
lines that Member States are able to receive
assistance without giving up their sover-
eignty, since States stricken by disasters
maintain primary authority in relief coordina-
tion. According to Articles 4.8 and 6.1, the
Convention allows the State requesting assis-
tance to have control over the initiation and
termination of telecommunications assis-
tance. The requesting State also retains the
right to reject any or all offers of assistance.
In addition, all persons and organisations that
are in charge of providing telecommunication
assistance have a duty to respect national
laws and regulations, and are obliged not to
interfere in the domestic affairs of the State
stricken by a disaster. A State affected by
disaster will benefit from the provision of
prompt and effective assistance while having
the right to direct, control and coordinate
assistance provided under the Convention
within its territory. In fact, the Convention
aims at fostering cooperation among State
Parties by guaranteeing that States and or-
ganisations entering their territory respect
their legal system and values.

Another significant stipulation in the Tampere
Convention is Article 5, where it is pro-
nounced that persons and organisations pro-
viding assistance shall be granted immunity
from arrest, detention and legal process.
They are also exempted from taxation and
duties related both to disaster relief functions
and those charges that may be incurred on
telecommunications equipment. Finally, Arti-
cle 5.8 stresses that nothing shall prejudice
rights and obligations pursuant to interna-
tional agreements or international law. The
Tampere Convention is the first treaty dealing
with disaster management that grants privi-

leges and immunities to persons of non-
governmental organisations and non-State
entities.™

One of the fundamental differences between
the Tampere Convention and the Interna-
tional Charter Space and Major Disasters is
that the latter provides no exchange of funds
between the requesting State and the State
providing the service. Article 7 of the Tam-
pere Convention, in contrast, deals with the
payment and reimbursement of costs and
fees. The rationale behind the provision could

7 Rahrig, Allison. “Love The Neighbor: The Tampere
Convention as Global Legislation.” Indiana Journal of
Global Legal Studies 17.2 (2010): 273-288.

'® Murphy, Sean. “Tampere Convention on Telecommuni-
cations Assistance, Contemporary Practice of the United
States Relating to International Law.” The American Jour-
nal of International Law 93.2 (1999): 470-501.
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be that whereas remote sensing data and
information for disaster management are
expected to be provided at no costs, tele-
communication assistance, in particular Sat-
Com, can obviously not be provided without
remuneration due to its commercial nature.
To this end, the parties negotiate the condi-
tions of the provided assistance beforehand.
The framework, including restrictions associ-
ated with the payment, the amount of pay-
ment or reimbursement and the currency to
be paid, is then formalised through a written
agreement. It is recommended that a model
agreement that could provide the basis for
negotiations be created.

4.2.2 Lessons Learned

Even though the Tampere Convention itself
has, in theory, significantly improved the
situations for relief teams using telecommu-
nication equipment, it does not always work
well in practice. The effectiveness of the Con-
vention depends on the adoption of adminis-
trative procedures for its implementation on
the part of the Member States. This is one of
the major shortcomings of multilateral trea-
ties.

Another significant aspect is the long delay
between the adoption of the Tampere Con-
vention and its entry into force. Indeed, it
took seven years for this crucial Convention
to come into force. What was the rational
behind the decision not to ratify the Conven-
tion by the States that adopted it in 1998? It
can be assumed that non-ratifying States do
not see the need for implementing the princi-
ples set up in the Convention. Given that
non-ratifying States like Germany, United
States or the Russian Federation have cre-
ated telecommunication resources to meet
their own needs, these States are self-
sufficient in respect to the use of telecommu-
nication equipment in cases of emergencies.
Thus, they have no incentive to extend their
networks to less developed States that are
not in the position to return the investment.*
In this respect, the United States with its
emergency telecommunication system con-
sisting of multiple technologies, protocol and
equipment would not be willing to change its
existing system to meet the requirements of
the Tampere Convention not least because of
the additional financial burden.”

Furthermore, non-ratifying developed States
have their own means to support reconstruc-
tion after disasters. Most of them, in particu-
lar in Europe, have their own disaster relief

% Rahrig, Allison. “Love The Neighbor: The Tampere
Convention as Global Legislation.” Indiana Journal of
2(%Iobal Legal Studies 17.2 (2010): 273-288.

Ibid.
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organisations and agencies. For instance, the
German Red Cross consists of over 4.5 mil-
lion members including 160.000 solely re-
sponsible for medical service.” Italy, one of
the original signatory States, does not see
the need to ratify the Convention due to the
fact that Cesvi®’, a non-governmental inter-
national humanitarian organisation, provides
assistance in the event of disasters. The non-
ratifying, larger States know that disaster
relief mitigation efforts would most likely be
conducted by their own organisations or at
least be headed by domestic actors, giving
them less incentive to ratify the Convention.?

In conclusion, the Tampere Convention is an
effective means to promote international
cooperation in the field of disaster relief and
mitigation. Due to its binding nature, it is
regarded as “a milestone in the area of inter-
national law applicable to disasters.”* How-
ever, the Tampere Convention merely estab-
lishes a framework for facilitating resources
and minimising obstacles to telecommunica-
tion assistance. It contributes to the devel-
opment of model agreements and best prac-
tices to improve negotiations and cooperation
between State Parties, but it does not oblige
these States to follow those practices. In-
stead, it requires that each State develops its
own model in furtherance of the themes and
ideals of the Convention. One of the major
shortcomings of this Convention is that it
does not provide for a joint pre-approved
chain of command and procedure during dis-
asters. Its provisions do not translate into
effective and practical arrangements for the
delivery of capacity, which is left to the initia-
tive of signatory States. It also does not meet
the needs of developed States in Europe that
have the required telecommunication equip-
ment during emergencies. These States are
rather interested in the provision of assis-
tance in the form of SatCom on a cost-
effective basis. The best way to reach this
goal is to consolidate the demand of national
Civil Protection agencies to strengthen their
bargaining position with respect to satellite
operators. Taking into account the differing
economic, social and political circumstances,
it will be rather difficult to consolidate the
demand and to achieve joint procurement of
satellite capacity on a global level. It is there-
fore recommended to focus on an area with
the same level of development and similar

*! bid.

22 Cooperazione e sviluppo.

% Rahrig, Allison. “Love The Neighbor: The Tampere
Convention as Global Legislation.” Indiana Journal of
Global Legal Studies 17.2 (2010): 273-288.

% Ferrari, Marco. “Easing the Way to Disaster Mitigation:
The Tampere Convention.” Presentation. World Summit on
the Information Society. Swiss Agency for Development
and Cooperation, Bern, Switzerland. 22 Feb. 2005.
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needs and requirements. The way forward
lies in the adoption of detailed and binding
regulations at the European level, including a
mechanism to coordinate procurement of
satellite communication capacity and associ-
ated services for Civil Protection.

Recognising the need for collaboration in the
field of telecommunication during and after
disasters, a significant agreement paves the
way for further arrangements at the interna-
tional level. In March 2011, ITU, Intelsat S.A.
and the International Telecommunications
Satellite Organization (ITSO) reached a col-
laboration agreement with the objective of
strengthening emergency telecommunication
resources. This agreement is the result of the
Hyderabad Plan of Action adopted by the
World Telecommunication Development Con-
ference in 2010,” which called for private
sector participation to help close the gap in
universal access to information and commu-
nication technologies (ICT) and to support
emergency communications in particular. The
restoration of vital communication infrastruc-
ture in the aftermath of natural disasters is
one of the key aspects of this agreement.
Following a request from a Member State for
assistance in the aftermath of a natural dis-
aster, the ITU will inform Intelsat of the re-
quest for satellite capacity and other related
needs. Intelsat and ITSO will then consult
about donating satellite capacity. The task of
ITSO is to ensure that Intelsat complies with
its contractual obligations to provide interna-
tional public telecommunication services,
including voice, data and video on a global
and non-discriminatory basis. This agreement
is a step in the right direction to ensure the
rapid provision of telecommunication ser-
vices. However, it is merely an agreement
addressing collaboration between the actors
without specifying particular services for end-
users or providing concrete price arrange-
ments.

To conclude, even though this agreement
improves the availability of telecommunica-
tion resources for disaster mitigation and
relief, it does not guarantee the provision of
these services on a cost-effective basis. To
guarantee an effective use of SatCom, ar-
rangements should include a mechanism to
coordinate procurement of satellite communi-
cations capacity affordable for Civil Protection
users. The following section analyses whether
the current EU Civil Protection regulatory
framework addresses this problem or

% “Roadmap set for global development of telecommunica-
tions and ICT — Hyderabad Action Plan agreed at ITU
World Telecommunication Development Conference.” 4
June 2010
<http://lwww.itu.int/net/pressoffice/press_releases/2010/28.
aspx>.
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whether the existing legal instruments could
be changed to regulate the provision of Sat-
Com on a cost-effective basis.

4.23 Current EU Civil Protection Regulatory
Framework and Actions

Disaster management is primarily the re-
sponsibility of the Member States. However,
Article 196 of the Treaty on the Functioning
of the European Union (TFEU) provides for an
EU role to encourage cooperation between
Member States with the aim of improving the
effectiveness of systems for preventing and
protecting against natural or man-made dis-
asters. The involvement of the EU shall sup-
port and complement Member States’ action
in risk prevention and in responding to natu-
ral or man-made disasters at the local, re-
gional and national level. The overall objec-
tive is to promote swift, effective cooperation
between Civil Protection agencies in Europe
and to promote consistency in international
Civil Protection operations.

Since its creation in 2001, the Community
Civil Protection Mechanism (the Mechanism)
has managed the consequences of disasters
in and outside the EU.?”® In case of a disaster,
the affected country can avail itself of the
option to call upon the solidarity of the EU
Member States and other States participating
in the Mechanism, with the effect that those
States will provide their Civil Protection assis-
tance. The overall objective of the Mechanism
is to facilitate cooperation between Civil Pro-
tection agencies in order to ensure that assis-
tance needed in emergency and disaster
situations is provided rapidly, effectively and
in a coordinated manner. In 2007 the Council
adopted a decision to recast the original De-
cision establishing the Mechanism in order to
strengthen the Mechanism on the basis of
lessons learned from previous disasters and
to provide a legal basis for additional support
and complementary action at EU level.” The
Mechanism provides an effective tool to im-
prove the preparedness of the European Civil
Protection community for disasters by means
of coordinating and facilitating the delivery of
Civil Protection assistance.

The Community Mechanism for Civil Protec-
tion has a number of tools intended to facili-
tate both adequate preparedness as well as

% Council of the European Union. Council Decision of 23
October 2001 Establishing a Community Mechanism to
Facilitate Reinforced Cooperation in Civil Protection Assis-
tance Interventions. 2001/792/EC, Euratom, OJL 297 of 15
Nov. 2001, Brussels: European Union: 7

#" Council of the European Union. Council Decision of 8
November 2007 Establishing a Community Civil Protection
Mechanism. 2007/779/EC, Euratom, OJ L 314 of 1 Dec.
2007. Brussels: European Union: 9.
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effective response to disasters at a commu-
nity level. The MIC is the operational heart of
the Mechanism; operated by DG ECHO of the
European Commission, it is accessible 24
hours a day. It gives countries access to a
platform, to a one-stop-shop of Civil Protec-
tion means available amongst all the partici-
pating states. Any country inside or outside
the EU affected by a major disaster can ap-
peal for assistance through the MIC. It acts
as a communication hub at headquarters
level between participating States, the af-
fected country and dispatched field experts.
Furthermore, the MIC also provides useful
and updated information on the actual status
of an ongoing emergency, and plays a co-
ordination role by matching offers of assis-
tance put forward by participating States to
the needs of the disaster-stricken country.
Another important tool is the Common Emer-
gency Communication and Information Sys-
tem (CECIS) constituting a reliable web-
based alert and notification application cre-
ated with the intention of facilitating emer-
gency communication among the participat-
ing States. It provides an integrated platform
to send and receive alerts, give details of
assistance required, make offers of help and
view in an online logbook the development of
the ongoing emergency as it happens. A
training programme has also been set up to
improve the co-ordination of Civil Protection
assistance interventions by ensuring com-
patibility and complementarity between the
intervention teams from the participating
states. Moreover, it also enhances the skills
of experts involved in Civil Protection assis-
tance operations through the sharing of best
practices. This programme involves training
courses, the organisation of joint exercises
and a system of exchange of experts from
the participating States. Civil Protection mod-
ules consist of national resources from one or
more Member States on a voluntary basis.
They constitute a contribution to the Civil
Protection rapid response capability called for
by the European Council in the Conclusions in
June 2005 and by the European Parliament in
its Resolution in January 2005 on the tsunami
disaster. Thirteen Civil Protection modules,
which combine specialised personnel and
equipment (e.g. search and rescue equip-
ment, advanced medical posts, etc.), can be
provided to the affected country. These coun-
tries can also apply for co-funding of the
transport of assistance to the site of disas-
ters. These modules are self-sufficient, inter-
operable and can be sent on very short no-
tice, generally within 12 hours following a
request for assistance.

The Mechanism also attempts to promote
consistency between the disaster relief needs
of third-world countries affected by disasters
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and the assistance provided to their national
authorities.”® These measures serve to pro-
mote European solidarity among Member
States, all States participating in the Mecha-
nism, and other States affected by disasters.
Another important instrument in the field of
disaster response is the Civil Protection Fi-
nancial Instrument (CPFl), adopted by the
Council in 2007, which regulates the funding
of all operations based on the Mechanism.
The scope of Civil Protection financial assis-
tance has been extended to also cover pre-
ventive measures for all kinds of emergen-
cies.” Building on this, concrete EU actions in
disaster prevention proposed by the Commis-
sion in 2009% were endorsed by the Council
in 2009* and the European Parliament in
2010.%* This is the political framework for EU
disaster prevention.

During emergencies inside and outside the
EU, the Commission plays a key role in pro-
viding assistance to third countries affected
by disasters. The provision of assistance in-
cludes a needs assessment, advising partici-
pating Sates on the required assistance and
ensuring operational coordination of EU as-
sets on the ground. Within the EU, national
authorities ensure operational coordination,
coordination with other policy areas such as
humanitarian aid and consular support, and
cooperate with other actors such as the
EEAS. The main instruments established for
responding to disasters are: the duty system
and the operations room, which is active on a
24/7 basis and operated by the MIC. There is
also a pool of national experts that can be
dispatched by the Commission for assess-
ment and coordination missions at the site of
disasters.

These two Council Decisions establishing the
Community Civil Protection Mechanism and
the Civil Protection Financial Instrument are
the main pillars of Civil Protection legislation.

%8 European Commission. Satekeholder Consultation
Document, Proposal to Renew EU Civil Protection Legisla-
tion. Echo A/5 of 25 March 2011. Brussels: European
Union: 2.

# Council of the European Union. Council Decision of 5
Mars 2007 Establishing a Civil Protection Financial Instru-
ment. 2007/162/EC, Euratom OJ L 71 of 10 Mar. 2007.
Brussels: European Union: 9.

% Commission of the European Communities. A Commu-
nity Approach on the Prevention of Natural and Man-Made
Disasters. COM (2009) 82 final of 23 Feb. 2009. Brussels:
European Union.

% Council of the European Union. Council Conclusions on
a Community Framework on Disaster Prevention within the
EU. Doc.15394/09 of 30 Nov. 2009. Brussels: European
Union.

%2 European Parliament. European Parliament Resolution
on the Commission Communication of 21 September
2010: A Community Approach on the Prevention of Natural
and Man-Made Disasters. 2009/2151(INI) of the 21 Sept.
2010. Strasbourg: European Union.
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The Mechanism and the CPFI together cover
three of the main aspects of the disaster
management cycle — prevention, prepared-
ness and response. The Mechanism itself
covers response and some preparedness
actions, whereas the Financial Instrument
enables actions in all three fields. The two
pieces of legislation are complementary, as
the Financial Instrument finances the Mecha-
nism. In addition, three Commission Deci-
sions were reached soon after the issuance of
the two Council Decisions, one of which pro-
vides for the implementation of rules of ac-
tion in the field of transport eligible for finan-
cial assistance from the Community,3® while
the other two regulate the implementation of
the modules concept.

4.2.4 Review of the EU Civil Protection Regula-
tory Framework

In 2009 the Commission revealed the results
of a study titled "Strengthening the EU ca-
pacity to respond to disasters: ldentification
of the gaps in the capacity of the Community
Civil Protection Mechanism to provide assis-
tance in major disasters and options to fill the
gaps — A scenario-based approach".** This
study draws the conclusion that “the Com-
munity Civil Protection Mechanism currently
facilitates assistance without guaranteeing
European assistance; but that several options
exist that have the potential to reform the
Mechanism into a tool that guarantees Euro-
pean assistance”.®® In particular, gaps con-
cerning the availability of existing resources,
lack of sufficient quantities of major catego-
ries of resources, lack of sufficient quantities
of specific equipment or expertise, lack of
information on specific equipment or exper-
tise as well as limited preparedness of major
categories of response resources reduce the
effectiveness of the current Civil Protection
system.* In light of the increasing number
and severity of disasters a key issue to be
addressed in the evaluation will be how to
reinforce and increase the effectiveness of EU
action through the Civil Protection Mecha-
nism.

* European Commission. Commission Decision of 8
August 2007 Laying Down Rules for the 15394/09 Imple-
mentation of the Provisions on Transport in Council Deci-
sion 2007/162/EC. 2007/606/EC Euratom of the 14 Sept.
2007. Brussels: European Union.

% ECORYS. “Strengthening the EU Capacity to Respond
to Disasters: Identification of the Gaps in the Capacity of
the Community Civil Protection Mechanism to Provide
Assistance in Major Disasters and Options to fill the Gaps
— A Scenario-Based Approach.” 17 Sept. 2009. European
Commission - DG Environment 29 June 2011
<http://ec.europa.eu/echo/civil_protection/civil/prote/pdfdoc
s/Final%20Report%20%20scenario%20study.pdf>.

* |bid:10.

* Ibid: 5.
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The proposals for revising the current regula-
tory framework are based on two provisions
in the Lisbon Treaty. Specifically, Article 196
TFEU creates a new legal base for the EU to
support and complement Member States’
action in international Civil Protection work.
This new role of the EU has to be reflected in
future CP legislation. Article 122 TFEU pro-
vides for the establishment of a solidarity
fund, however one of the most important
instruments in disaster response, the CPFI,
which finances the operations based on the
Mechanism, will expire in 2013, and therefore
must be renewed. The new CPFI should be
placed in the framework of the new Multian-
nual Financial Framework 2013-2020.

The revision of the current legislation was
also supported by a Communication of the
Commission “Towards a Stronger European
Disaster Response: The Role of Civil Protec-
tion and Humanitarian Assistance”,¥ subse-
qguently endorsed in Council conclusions,®
pointing out the shortcomings inherent in the
ad hoc coordination in the field of disaster
response. The Council conclusion proposed a
shift from an ad hoc response system to an
arrangement allowing for more pre-planning
and predictability. This transition should be
done through a series of proposed measures,
including regular risk assessment, mapping of
assets and contingency planning. The estab-
lishment of a European Emergency Response
Capacity in the form of a voluntary pool of
assets provided by participating States
should improve the organisation and avail-
ability of assets in emergencies. The MIC
functions should be continued in a reinforced
European Emergency Response Centre. The
Commission Communication was preceded by
an impact assessment substantiating these
proposals.®* Per Article 222 TFEU, solidarity
within the EU depends upon mutual assis-
tance in emergency or disaster situations.
Equally important are preventive measures,
and thus it is crucial that the legal and policy
framework for disaster prevention and pre-

% European Commission. “Towards a Stronger European
Disaster Response: The Role of Civil Protection and Hu-
manitarian Assistance.” COM (2010) 600 final of 26 Oct.
2010. Brussels: European Union.

% Council of the European Union. Conclusions on the
Communication from the Commission to the European
Parliament and the Council Towards a stronger European
Disaster Response: The Role of Civil Protection and Hu-
manitarian Assistance. 3060th General Affairs Council
meeting of 14 Dec. 2010. Brussels: European Union
<http://lwww.consilium.europa.eu/uedocs/cms_data/docs/p
ressdata/EN/genaff/118460.pdf>.

% European Commission. Communication Staff Working
Document — Impact Assessment accompanying document
to the Communication “Towards a stronger European
disaster response: the role of civil protection and humani-
tarian assistance.” COM (2010) 1243 final of 26 Oct. 2010.
Brussels: European Union.
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paredness be developed in line with changes
on the response side.

4.2.5 Next Steps

The review of the EU Civil Protection regula-
tory framework focuses on five key areas:
transport assistance provisions, European
Emergency Response Capacity, EU funded
assets, prevention and preparedness meas-
ures. These key issues are subject to an im-
pact assessment conducted by the Director-
ate-General ECHO, which also includes
stakeholder consultations.

First, the existing transport arrangements for
the immediate deployment of EU assistance
need to be improved. The objectives of the
review of these arrangements are to alleviate
a transport bottleneck in the provision of
assistance and to ensure that emergency
assistance meets the most pressing priorities.
Stakeholders have welcomed the idea of sim-
plifying the existing rules and increasing co-
financing rates for targeted and urgent as-
sets.*® These proposals should be included in
new legislation in the field of Civil Protection.

Secondly, the new regulatory framework
should include the development of a system
based on a voluntary pool of pre-identified
Member States’ capacities on standby for
deployment in EU operations, a so-called
European Emergency Response Capacity.
Human resources and assets would remain
under national command and control, but
Member States would commit to providing
them for immediate action in EU Civil Protec-
tion operations. Member States may refuse
these resources in case they need them for
domestic emergencies. To guarantee a suffi-
cient number of assets committed to the
pool, it is of utmost importance to create
incentives at EU level. The new EU Civil Pro-
tection legislation provides the opportunity to
define the role of the European Emergency
Response Centre in a way that covers not
only MIC’s activities, but also operates with
the Civil Protection and humanitarian assis-
tance authorities in the EU, and in coordina-
tion with the European External Action Ser-
vice (EEAS) as well as EU delegations in the
event of responses in third countries. The
European Response Centre is to be set up
within the Commission’s Directorate General
ECHO.

Thirdly, by
framework,

reviewing the current legal
the possible development of

“° European Commission. Report from the 1st Stakeholder
Consultation Meeting on the Preparation of Legislative
Proposals Reviewing the EU Civil Protection Regulatory
Framework, ECHO A/5. 6 Apr. 2010. Brussels: European
Union: 3.
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complementary EU-funded assets for certain
specific needs should be considered. The EU-
funded assets would be in principle financed
from the EU budget. This permits remedying
shortcomings in an EU response in cases
where action at the EU level would prove to
be more cost-effective. Specific consideration
in this regard should be given to assets per-
forming horizontal tasks, such as assess-
ment, logistics and coordination, technical
assistance and support teams (TAST) and
telecommunications equipment. In addition,
the development of complementary EU-
funded assets could also be an effective
means of providing a specialised high value
response such as aircraft or sea vessels,
when burden-sharing arrangements at the EU
level would result in improved efficiency
through economies of scale. Member States
would be entrusted with operational man-
agement, meaning that they will be responsi-
ble for maintenance and use. EU-funded as-
sets are at the disposal of the Member States
when they are not needed at EU level, how-
ever in case of competing needs their use for
EU operations prevails. Within the new legal
framework, it must be emphasised that EU-
funded assets are only a small complemen-
tary part of all emergency response assets
available across the EU.*' Considering the
principle of subsidiarity, the use of these as-
sets does not exempt Member States from
their national responsibility. In general, the
new revised regulatory framework has to
adopt measures that will ensure that EU
funding leads to the development of addi-
tional capacities on top of the capacity avail-
able in Member States and thus increases the
overall level of protection. To this end, the
first step would be to analyse gaps in the
Member States’ capacity. This should be done
by establishing a procedure and criteria for
identifying which assets would be eligible for
EU funding to fill these gaps. The criteria and
procedures should be enshrined in the new
regulatory framework.

Fourthly, the review of EU Civil Protection
legislation provides the opportunity to im-
plement prevention approaches; including
considerations providing for an explicit refer-
ence of prevention measures in the future
Civil Protection Mechanism. There is a com-
mon understanding among the EU Civil Pro-
tection community that there needs to be a
more balanced approach with respect to Civil
Protection cooperation and response actions
and prevention measures. To implement the
intended prevention measures, there are
three options. The first option consists of the

“! European Commission. Stakeholder Consultation Note
on EU Disaster Response — EU-funded assets. ECHO A/5.
9 June 2011. Brussels: European Union: 2.
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development of disaster prevention on a
purely national basis with only optional coor-
dination among Member States, whereas
according to the second option an increase of
protection is achieved through supplementary
financial assistance from EU instruments.*?
The third option involves Commission guide-
lines on the basis of a disaster risk manage-
ment plan provided by the Member States.*®
In essence, effective prevention measures
require coordination with other relevant pol-
icy fields, and they build on shared experi-
ences and good practices. It remains to be
seen whether a preventive culture shared by
the Members States is feasible.

Fifth, the Civil Protection preparedness
framework, which should be included in the
new regulatory framework, strives to connect
disaster prevention and response. The pre-
paredness measures focus on supporting and
complementing training for disaster man-
agement. A major shortcoming of the current
legislation is that existing preparedness ac-
tions are not implemented under an overall
policy framework. In order to guarantee a
common approach in this field, an overall
preparedness policy framework must be es-
tablished. This framework should address, in
particular, prevention training, preparedness
and response activities, interoperability of
equipment and experts, mutual recognition
and quality labelling and a platform to share
good practices and lessons learned from pre-
vious disasters.** Among the stakeholders,
there is a common understanding that the
further development of the training and exer-
cise arrangement is generally demanded by
the European Civil Protection community, but
this does not necessarily mean a formal qual-
ity label for training centres.*®

Considering the importance of the use of
SatCom in the event of emergencies, new
legislation should stress the need of rescue
teams to have access to precise information
so that they are able to provide adequate
assistance. The most efficient tool to obtain
precise information in a timely manner is
through the use of SatCom, as conventional
communication links and resources may be
overwhelmed or destroyed during emergen-
cies. Hence, the new legislation should en-
shrine the need to provide SatCom on a cost-
efficient basis and should underline that Sat-
Com is an indispensable element to ensure
the rapid and effective response to disasters
occurring inside and outside Europe.

2 |bid: 4.
3 Ibid.

“ |bid: 5.
* Ibid: 1.
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The revision of the Civil Protection regulatory
framework should not only focus on the five
key areas but also on telecommunications, in
particular SatCom. The use of SatCom per-
mits an exchange of information with the On-
Site Operation Command Centre as well as
with the MIC. The use of SatCom is crucial in
response to emergencies because SatCom is
independent of fixed and potentially vulner-
able wired infrastructure. Even though satel-
lite capacity is generally available to Euro-
pean Civil Protection actors on the commer-
cial market, and teams can deploy communi-
cation facilities on the field, emergency
responders have no capacity pre-emption
right over commercial use. Consequently, it is
difficult to obtain sufficient bandwidth on
short notice. In addition, the high costs of
satellite communication services make these
services unaffordable for many individual
emergency response teams. Hence, the way
forward lies in a coherent European pro-
gramme to aggregate the needs of Civil Pro-
tection and to bring about customised satel-
lite solutions.*®

The “Emergency.lu” initiative can serve as an
example for the development of a set of
faster and more reliable telecommunication
services with the objective to satisfy tele-
communication needs of the international
humanitarian community in the immediate
aftermath of a major disaster.*” In order to
provide such an end-to-end solution for
worldwide disaster relief, emergency.lu bun-
dles the already available equipment and
services from three different providers: Lux-
embourg Air Rescue’s (LAR) air transport
capacity to reach any destination worldwide
within less than 24 hours, HITEC Luxem-
bourg’s portable Nomadic Satellite Communi-
cations system providing end user services
for voice, data and video transmission via the
internet (for on-site coordination between
intervention sites and global transmission,
respectively), and Société européenne des
satellites’s (SES) global satellite capacities for
satellite based broadband internet connec-
tivity.*® Through this project, the Govern-
ment will be able to provide the international
humanitarian community a globally deploy-
able and reliable communication system.
Under the coordination of the Luxembourg
Ministry of Foreign Affairs (Directorate for

6 Council of the European Union, Draft Council Conclu-
sions on an Integrated Approach to more Effective Crisis
Communication, Submitted by the Polish Presidency.
12942/11 of 27 July 2011. Brussels: European Union: Nr.
6.
47 “Emergency.lu Solution — UN-Spider Knowledge Portal’
21Apr. 2011. UN-Spider. 09 Sept. 2011. http://www.un-
spider.org/book/5110/4c-challenge-communication-
i:goordinati0n-cooperation-capacity-deveIopment.
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Development Cooperation and Humanitarian
Action), Emergency.lu has been established
as a Public Private Partnership. “Emer-
gency.lu” will collaborate with UN agencies to
integrate the solution into existing communi-
cations infrastructures used in humanitarian
operations, such as the existing TAST and
AHP modules proposed by the UN and
ECHO.* The “Emergency.lu” example shows
how, based on the needs of a government
and a public agency, a commercial satellite
provider can provide tailor-made globally
available eco-system for emergency commu-
nications with a dedicated capacity which
covers the every phase of the disaster man-
agement cycle.

The approach should be twofold. Firstly, the
development of new services, which are cur-
rently unsatisfied by narrowband terrestrial
CP systems like TETRA and TETRAPOL, is
recommended. Second is the creation of a
mechanism to coordinate procurement of
satellite communication capacity and associ-
ated services for Civil Protection, with the
overall intent being the guarantee of rapid
and affordable availability during and after
disasters. Due to economies of scale this
approach would also lead to the provision of
SatCom on a cost-effective basis. One way
could be to pre-book SatCom capacity
through provision and pricing arrangements
with major satellite operators, starting with a
small number of willing partners and building

9 Ibid.
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these arrangements in an incremental and
standardised manner. The European Parlia-
ment Report on “Towards a stronger Euro-
pean disaster response: the role of CP and
humanitarian assistance” therefore “calls on
the Commission to explore possibility of
equipping the EU with a dedicated and secure
telecommunications capacity and integrated
crisis management solutions ranging from
prevention to recovery”.® This amendment
was included after the adoption by the Com-
mittee on Environment, Public Health and
Food Safety. The next step is the vote on this
text in the Plenary Session of the European
Parliament on 27 September 2011. Further-
more, the new regulatory framework should
define collaboration with the Commission,
ESA, the Member States and the relevant
stakeholders to promote optimum use of
existing and future solutions and telecommu-
nication capacity to facilitate the develop-
ment of services for citizens in the fields of
public security and emergency response.®
Building on this, the new regulatory frame-
work should regulate bandwidth pre-emption,
cross-border movement of equipment, inte-
gration with legacy systems and availability
of spectrum in the event of disasters. The
overall objective is thereby to increase effi-
ciency of Civil Protection operations and to
facilitate the development of services in the
field of emergency response.

% European Parliament, Draft Report , Towards a stronger

European disaster response: the role of Civil Protection

and humanitarian assistance.” (2011/2023 (INI)) of 30 Mar.

521011. Paragraph 17a (new), Brussels: European Union.
Ibid.
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5. Conclusions and Recommendations

CP operations can be conducted more effi-
ciently by using integrated space-based ap-
plications. The way forward does not neces-
sarily lie in the development of dedicated
satellites, but in the identification of current
needs and relevant necessary developments
for end-to-end customised satellite solutions.
In this context, a key element is to ensure
the exchange of lessons learned from previ-
ous disasters on a regular basis among all
the stakeholders.

From dedicated ESA funded past activities
(i.e. annex: CiProS executive summary) it
appears evident that tailored space-based
applications capable of enhancing the opera-
tional effectiveness of the CP agencies are
needed. In line with the preliminary conclu-
sions of the workshop “Space for Civil Protec-
tion”, a dedicated effort is specifically needed
in the following domains:

e Interoperability;

e Availability;

e Robustness;

e Cost effectiveness;
e Best practice.

As satellite communication systems provide a
robust network that is largely unobstructed
by events on the earth’s surface, their use is
of utmost importance in rescue and relief
operations. In both coverage and capacity,
they can respond to disaster situations in a
more flexible and effective manner than ter-
restrial systems. Satellite communications
are capable of operating during such emer-
gencies enabling users able to access cost
effective, reliable and secure communication
solutions in areas not served or underserved
by traditional landline or wireless services,
even during times of emergencies. However,
one of the main weaknesses of SatCom fixed
services currently in use is their availability
during emergencies, thus reducing the inter-
est in satellite connection during the first
days of the emergency management where
the most critical operational needs emerge.
In particular, capacity requests by media in
case of major crises often drain the capacity
market. As a consequence, the current delay
between request and actual allocation of sat-
ellite bandwidth is unacceptable for CP agen-
cies that have to intervene on site within the
first hours of an emergency alert. This is a
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very significant drawback for crisis applica-
tions.

Satellite communications are widely recog-
nised by CP agencies as providing a resilient,
complementary solution that can increase
their effectiveness not only for command and
control but also for delivering information
derived from Geographical Information Sys-
tems (GIS). In addition, satellite communica-
tions can contribute to asset tracking sys-
tems, which in turn depend upon the use of
satellite Earth observation and navigation
services. Nevertheless, several potential ap-
plications, for which satellite communication
could provide relevant support, are still not
used, such as flexible terminals for disaster
communications, quickly deployable IP net-
works, rapid mapping services, transmitters
for urban/indoor positioning, etc. A key con-
cern about the applicability of SatCom based
services is its inherent affordability. For this
reason the role often assigned to SatCom
services is mainly that of back-up to the leg-
acy infrastructure.

Another issue that restricts the wider use of
satellite-based services is that the equipment
used by European CP agencies is mainly
commercial off-the-shelf devices that vary at
national and local level. This tends to lead to
interoperability issues between different
forces deployed in the theatre of operation.
To achieve true standardization across Euro-
pean CP telecommunications systems is a key
goal. This is most likely to occur through the
development of common standards for
broadband communications, which will com-
plement conventional narrowband systems
such as TETRA and TETRAPOL, leading to a
new set of dedicated equipment and services.
In the consumer sector the telecommunica-
tion market is already involved in the stan-
dardization and interoperability process even
if some gaps are still present due to different
choices among the providers. In the institu-
tional sector the interoperability and stan-
dardisation of different systems and applica-
tions are rather low as different frequencies,
different protocols, different technologies are
often used. The trend, nowadays, is to direct
institutional users to mass-market solutions
in order to reduce costs, take advantage of
the interoperability already developed in the
commercial sector as well as the user-friendly
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interface and use which doesn't require tech-
nical expertise. It must be noted, however,
that often the CP operators are volunteers
not trained in the technologies. This implies
that CP agencies should use commercial
equipment not dedicated to their specific
requirements.

Moreover, in general, in an operational con-
text, institutional users only moderately util-
ise technological developments due to cost,
the emergency context and personnel train-
ing. This implies that many solutions that
could be adopted with the introduction of new
technologies potentially leading to real ad-
vantages and improvement with respect to
CP operations are not considered. It is neces-
sary that solutions dedicated to CP follow a
modular and scalable approach, including
transparent technology (i.e. user friendly) for
users who are less experienced and need
technical support. Moreover, technologies
and protocols should be adopted that take
account of potential improvements and de-
velopments in an open architecture environ-
ment, in order to facilitate the migration be-
tween and integration of different solutions.

A consolidated European approach would
indeed bring several benefits, since the CP
community across Europe has real common
needs. Furthermore, a proper dissemination
of best practices would be beneficial to the
CP community. For the time being, no institu-
tional, established European mechanism ex-
ists to allow the European disaster manage-
ment community to have efficient and simple
access to space assets, nor is there any clear
articulation of the specific needs of the disas-
ter management community that would en-
able owners of space assets to develop re-
sources that cater for those needs.

Recommendations

Action Lines

e Development of a user-driven set of tools
As noted in the report, the CP commu-
nity faces considerable practical prob-
lems such as affordably obtaining suffi-
cient bandwidth at short notice and these
restrict the wider use of satellite services
in the field of CP. The development of
new services that integrate existing
space capabilities would make CP opera-
tions more effective. This does not nec-
essarily mean the development of new
technologies. User-driven initiatives that
better represent the interests of CP users
to the industry would lead to the devel-
opment of satellite-based services de-
signed to meet the specific needs of the
community. The commitment of CP
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agencies as users is of paramount impor-
tance to validate the concept and to indi-
cate the direction of specific projects, re-
sulting in improved or new services for
the community on a regional, European
and global scale.

Federation of demand

One way to overcome the high costs of
satellite communication is to share satel-
lite capacities between the CP agencies.
From an organisational point of view, this
approach would result in economic bene-
fits, as it would decrease the cost of the
satellite resource for each CP agency
thanks to stronger negotiation power. A
user-driven initiative should include a
mechanism to federate CP users’ demand
and to articulate their requirements.

Enhanced international cooperation
Taking into account the differences be-
tween Eastern, Central and Western
European countries, international coop-
eration should be improved in order to
facilitate the use of satellite and terres-
trial telecommunication equipment.
Some existing mechanisms allow the dis-
aster management community to have
efficient and simple access to space as-
sets. However, a clear articulation of the
specific needs of the CP community is
necessary to enable owners of space as-
sets to develop resources that cater for
those needs. This requires an effective
information flow. A systematic approach
is still missing to communicate the prob-
lems, requirements and possibilities of
European CP between the different ac-
tors.

Regulatory Framework

Pre-arranged capacity and prices.

Unlike the EO sector, where the Interna-
tional Charter on Space and Major Disas-
ters and associated operational struc-
tures already exists, the SatCom sector
has only individual, ad-hoc arrangements
for the use of space capacities in re-
sponse to major disasters. It is therefore
indispensable to shape a legal framework
that guarantees the availability of satel-
lite capacity on a cost-effective basis in
disaster situations. The new legal frame-
work should create a mechanism to co-
ordinate procurement of satellite com-
munication capacity and associated ser-
vices for Civil Protection, with the overall
intent being the guarantee of rapid and
affordable availability during and after
disasters. Due to economies of scale, this
approach would also lead to the provision
of SatCom on a cost-effective basis. One
way could be to pre-book SatCom capac-
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ity through provision and pricing ar-
rangements with major satellite opera-
tors, starting with a small number of will-
ing partners and building these arrange-
ments in an incremental and standard-
ised manner.

Collaboration between the parties.

The new regulatory framework should
also define collaboration with the Com-
mission, ESA, the Member States and the
relevant stakeholders to promote opti-
mum use of existing and future solutions
and telecommunication capacity to facili-
tate the development of services for citi-
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zens in the fields of public security and
emergency response. Building on this,
the new regulatory framework should
regulate bandwidth pre-emption, cross-
border movement of equipment, integra-
tion with legacy systems and availability
of spectrum in the event of disasters.
Furthermore, it should be assessed
whether the “Emergency.lu” type of
model could be implemented at a Euro-
pean level. One idea could be to estab-
lish a competitive Public Private Partner-
ship (PPP) for a dedicated satellite-
communication for CP using the existing
tools.

September 2011



Space Applications for Civil Protection

Short-Term Mid-Term Long-Term
Action Plan Action Plan Action Plan

Measures

Identification of CP users’
needs and requirements
within the ESA IAP pro-
gramme

Setting up of a centralised
user-driven activity within
the ESA IAP programme

Promotion of technical

standards

Creation of a platform to
exchange lessons learned
from previous disasters on
a regular basis among the
stakeholders

Facilitation of exchange of
information with the On-
site Operation Command
Centre and the MIC

Definition of collaboration
with the Commission, ESA,
the Member States and
the relevant stakeholders

Creation of effective pre-
vention measures though
the coordination with other
relevant policy fields

Impact assessment of the
implementation of a PPP
model for a dedicated sat-
ellite-based communica-
tion at a EU level

e Development of a user-

driven set of tools in form
of end-to-end customised
satellite-based services

Establishment of a Euro-
pean Emergency Response
Capacity in form of a vol-
untary pool of assets pro-
vided by  participating
States
= Within that pool pre-
identification of Mem-
ber States’ capacities
on standby for de-
ployment in EU opera-
tions

Definition of interaction
between the MIC, CP and
humanitarian assistance
authorities in the EU and
with the European Exter-
nal Action Service (EEAS)
and EU delegations in the
event of responses in third
countries

Creation of an overall
European preparedness
policy framework

Federation of demand to
lower costs of SatCom due
to better bargaining power

Establishment of an insti-
tutional European mecha-
nism to allow the Euro-
pean disaster manage-
ment community to have
efficient and simple access
to space assets

Establishment of a mecha-
nism to coordinate pro-
curement of SatCom ca-
pacity and associated ser-
vices for CP

Pre-book SatCom capacity
through  provision and
pricing arrangements with
major satellite operators

Legal framework that cre-
ate a mechanism to coor-
dinate  procurement of
satellite communication
capacity and associated
services for CP

Regulations on bandwidth
re-emption, cross-border
movement of equipment,
integration with legacy
systems and availability of
spectrum in the event of
disasters

Objectives

Better overview of the
current use of satellite-
based ser-
vices/applications by the
CP community

A systematic approach to
communicate problems,
requirements and possi-
bilities

Coherent European pro-
gramme to aggregate the
needs of the CPS and to
bring about customised
satellite solutions

Strengthening interna-
tional cooperation between
the EU institutions, the CP
agencies and relevant
stakeholders

Development of tailored
space-based applications
capable to enhance the
operational effectiveness
of CPs

A federated European
approach in the use of
SatCom capacity on a
cost-effective basis in the
event of disasters

Promotion of optimum use
of existing and future solu-
tions

Improved environment for
the development of ser-
vices for citizens in the
fields of public security
and emergency response

Table 5.1: Summary Table of Recommendations
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List of Acronyms

Acronym Explanation

AHP Advanced Hydrological Prediction

ASI Italian Space Agency

BBK Q_erman_ Federal Office for Civil Protection a_nd Disaster Assistance (Bundesamt
fur Bevolkerungsschutz und Katastrophenhilfe)

BM.I Austrian Federal Ministry of the Interior (Bundesministerium fir Inneres)

CECIS Common Emergency Communication and Information System

CESVI Cooperazione e sviluppo

CiProS Civil Protection System & Simulation

coGIC Fren_ch Emerge_ngy Mz_anagement_Operational Centre (Centre Opérationnel de
Gestion Interministérielle des Crises)

CNES France’s Centre National d” Etudes Spatiales

CP Civil Protection

CPFI Civil Protection Financial Instrument

DDSC Fre_nch Civil Protection Agency (Direction de la Défense et de la Sécurité
Civiles)

DG ECHO European Commission Directorate General for Humanitarian Aid

DVB-RCS Digital Video Broadcasting - Return Channel via Satellite

EC European Commission

EEAS European External Action Service

EO Earth Observation

ERS Emergency Response Service

ESA European Space Agency

ESPI European Space Policy Institute

EU European Union

FSS Fixed Satellite Services

GIS Geographic Information System

GMES Global Monitoring for Environment and Security

GMES-ERS GMES - Emergency Response Service

GMOSAIC (_BMES services. for Management of Operations, Situation Awareness and Intel-
ligence for regional Crises

GNSS Global Navigation Satellite Systems

GPRS General Packet Radio Service

GPS Global Positioning System

GSM Global System for Mobile Communications

IAP Integrated Applications Promotion
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Acronym Explanation

ICT Information and Communication Technologies

IP Internet Protocol

ITSO International Telecommunications Satellite Organizations

ITU International Telecommunications Union

LEMA Local Emergency Management Agency

MIC Monitoring and Information Centre

MOSS Minimum Operating Security Standards

MSS Mobile Satellite Services

MTA Multinational Pan European Satellite Telecommunication Adapter

NATO North Atlantic Treaty Organisation

NSA National Satellite Adaptor

OSOocCcC On-Site Operations Coordination Centre

PDA Personal Digital Assistant

PEA Pan European Adaptor

PfP Partnership for Peace

PPP Public Private Partnership

QoS Quality of Service

R&D Research and Development

SAFER Service and Response for Emergency Response

SatCom Satellite Communication

SES Société Européene des Satellites

TAST Technical Assistance and Support Teams

TETRA Terrestrial Trunked Radio

TETRAPOL Terrestrial Trunked Radio Police

TFEU Treaty on the Functioning of the European Union

THW German Federal Agency for Technical Relief

TolP Telephone ofer IP

UHF Ultra High Frequency

UN United Nations

UN-OCHA United Nations Office for the Coordination of Humanitarian Affairs

UN OOSA United Nations Office of Outer Space Affairs

UN-SPIDER United Nations Platform for Space-based Information for Disaster Manage-
ment and Emergency Response

VHF Very High Frequency

WiFi Wireless Fidelity
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Annex

A.l Organisation of Civil Pro-
tection Activities in Coun-
lries that Participated in
the ESPI Workshop

Al Austria

Civil protection and crisis and disaster protec-
tion management is managed by Austria’s
Ministry of the Interior Department 11/4 —
Civil Protection, Crisis and Disaster Protection
Management, which consists of two units:
International Civil Protection and Disaster
Relief Affairs, and National Crisis and Disaster
Protection Management. The response to
disasters affecting more than one of Austria’s
nine federal provinces, or Austria as a whole,

are coordinated by this Department de facto,
which consists of representatives from the
federal ministries as well as officers from
each of the provinces. In performing relief
tasks, rescue services, fire brigades, other
units and, if required, the Austrian Broadcast-
ing Corporation and the Austrian Press
Agency are also included in this body. The
Federal Alarm Center of the Ministry of the
Interior serves as an operational tool of coor-
dination and information during emergencies
both within Austria and abroad, acting as the
focal point for the provinces, other countries,
the EU, and international organizations. The
provinces are mostly responsible for local
disasters and emergencies, where operational
responsibility falls upon regional alarm cen-
ters. Federal authorities will support prov-
inces in disaster relief operation, though they
chiefly rely upon volunteer organizations.

International Level, EU, NATO, UN

Fire Service m o
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Ambulance Service,_i Officers
Austrian Red Cross |

Federal Armed
Forces

Coordination Board

Federal Ministries

REPUBLIC OF AUSTRIA
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Federal Alarm Centre

Z

Fire Service m y
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Ambulance Service, ; Officers
Austrian Red Cross

Provincial Operations

(2417)
!

Liaison-Officer pyplic Security Directorates|

Forces l
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Command Integrated Staff
Federal Armed g m

Forces l
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Figure A.1.1: Organisational chart of Civil Protection in Austria®®

52 Austria — Disaster management structure; Organisational chart.“ European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civil/vademecum/at/2-at-1.html#orga>.
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The national Law on Federal Ministries struc-
tures Civil Protection within the country. Most
legal measures to prevent or address disas-
ters exist within the provinces, which have
adopted laws defining crisis management at
community, district, and regional levels. At
the international level, Austria holds bilateral
agreements with several countries, especially
in the area of “nuclear safety” and environ-
mental protection. Taking part in the Central
European Initiative’s Working Group on Civil
Protection, Austria participates in forecasting
and mitigating natural and technological dis-
asters.

A2 France

French Civil Protection is organized at na-
tional, zonal, and departmental levels. In the
event of a crisis, three operational centres
are activated: one in the Ministry of the Inte-
rior, a Zonal Defence Operations Centre, and
a Departmental Operations Centre.

National Civil Protection is headed by the
Minister of the Interior, with support from
senior defence personnel and civil servants
and the Interdepartmental Crisis Manage-
ment Operations Centre. The Directorate of
Civil Defence and Security (DSC), attached to
the Ministry of the Interior, protects the

State, people, and property in response to
threats from emerging dangers/risks of all
kinds, including environmental. Its national
operational centre (CODIG) ensures constant
monitoring of large-scale rescue operations in
France and abroad, and is responsible for
informing the Minister of the Interior and
State authorities of all disasters.

At the zonal level, resource coordination is
the responsibility of a Zone Prefect, who may
call upon the Interregional Civil Security Op-
erational Co-ordination Centre (COZ), as well
as the General Secretariat of the Defence
Zone and the Civil Security Zone Headquar-
ters Staff in preparing rescue measures.

Similarly, a Departmental Prefect organises
local resources, and can call on the Depart-
mental Operations Centre of the Fire and
Emergency Services. Day to day emergency
response is conducted by professional and
volunteer firemen, financed by local authori-
ties and chaired by the President of the Gen-
eral Council, but reliant upon the Prefect’s
authority for aid deployment.

Civil defence and security are governed by
several Ordinances, Decrees, Orders, and
Laws. Regarding international cooperation,
France has bilateral agreements with 42
countries.
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Figure A.1.2: Organisational chart of Civil Protection in France®®

%% “France — Disaster management structure; Organisational chart.“ European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civil/vademecum/fr/2-fr-1.html#orga>.
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Structure of Civil Protection in Germany *

Federal | ERfidEr :
Gouvernment
THW | BBK ‘lf
Federal fo::g' — Counties -
Police | Forces
Fire Brigades** and
Rescue Services
—r command ¢
——  assistance — Municipalities «
Relief
*in peacetime Fire Brigadesand Sy
Rescue Services Organisations

** specialized Forces

Figure A.1.3: Organisational chart of Civil Protection in Germany54

A3 Germany

According to the laws of each of Germany’s 16
states, the first authority in charge during a
peacetime disaster is the respective rural dis-
trict, county, or municipal authority, as led by
each local administrative director and sup-
ported by his respective staff, representatives
of other authorities, and other organizations
involved in disaster management. An ap-
pointed director of operations coordinates the
response, and should multiple districts be
affected or local resources prove insufficient,
then the next highest authority ensures coor-
dination. The Federal Government will assist
upon request with resources such as the Fed-
eral Agency for Technical Relief (THW), the
Federal Police, and the Armed Forces, along
with services provided by the Federal Office of
Civil Protection and Disaster Assistance (BBK).
During war, the federal government is respon-
sible for civil defence, and thus there are two
areas of Civil Protection policy: Emergency
Planning in peacetime (States), and “Ex-
tended” Emergency Planning in case of war
(Federal).

Operational organizations are organised by
civil protection authorities, who can be sup-
ported on-site by fire-fighters, private relief
organizations, and NGOs. These authorities
consist of the Federal Ministry of the Interior
(assisted by the Federal Office of Civil Protec-
tion and Disaster Assistance, and the Federal
Agency for Technical Relief), the States’ Minis-
tries of the Interior, administrative districts,
counties and county boroughs, and municipali-
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ties. All civil protection authorities contribute
to disaster prevention and recovery, and when
a disaster exceeds the capability or boundaries
of a given State, an inter-ministerial coordina-
tion group may be established within the Fed-
eral Ministry of the Interior. In military crises,
the Ministry of the Interior coordinates 13
Ministries responsible for civil emergency
planning within their own areas to provide for
continuity of government, civil protection,
supply of goods/services, and support of the
armed forces. There are no structural differ-
ences for different types of disaster.

The protection of the people via federal law is
mostly confined to wartime (or a precursor),
so States mostly have their own laws regulat-
ing urgent medical assistance, fire fighting,
and disaster management. However the Fed-
eral Government has increased collaboration
with the States via the Federal Office of Civil
Protection and Disaster Assistance. The legal
basis for the emergency response of States
lies within State law, and may consist of com-
bined or separate fire response laws and dis-
aster management laws. Both Federal and
State laws address local level Civil Protection
responsibilities. Germany has also signed sev-
eral bilateral agreements concerning mutual
disaster assistance.

5 “Germany — Disaster management structure; Organisa-
tional chart." European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civil/vademecum
/de/2-de-1.html#orga>.
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Al14 Hungdary

The Minister of Local Government supervises
disaster and Civil Protection management, as
his Ministry oversees the National Directorate
General for Disaster Management. Under this
Directorate lies the County Disaster Manage-
ment Directorates, the Civil Protection Director-
ate of the Capital, Civil Protection Branch Of-
fices, and Civil Protection Offices. Parliament
establishes national Civil Protection policy, and
government decides funding levels, size of the
organizations, and structure. After a disaster
has struck, the Minister responsible for the
governance of the type of disaster that has
occurred establishes and operates a protection
working committee in order to manage and
mitigate the consequences.

At the regional level, the chairperson of the
county General Assembly (in Budapest, the
Mayor) directs and organizes the enforcement
of Civil Protection tasks. At the local level, the
Mayor manages the implementation of Civil
Protection tasks.

During the period of prevention, the Govern-
mental Coordination Committee (GCC) coordi-

nates tasks related to preparation for a fore-
casted disaster, manages the national assess-
ment of disaster-prone areas, coordinates the
activities of participating organizations, moni-
tors and coordinates nuclear emergency or
accident prevention and protection against
water damage, and directs rehabilitation tasks
based on the governmental decision. In case of
disaster, the GCC Preliminary Protection Work-
ing Committee coordinates the implementation
of professional tasks.

The legal basis for Civil Protection at the na-
tional level is largely based upon the Constitu-
tion of the Republic of Hungary, the Act on Civil
Protection, and the Act on Disaster Manage-
ment among several others which further gov-
ern the details of the process and structure.
There is also significant legislation regarding
the role of the Ministries in Civil Protection.
International activities are governed by politi-
cal/operational agreements under the compe-
tence of the NDGDM, and Hungary maintains
bilateral agreements with many other coun-
tries.

DIRECTION SYSTEM OF DISASTER MANAGEMENT

‘ President of Republic ‘
v
Parli t
‘ ariamen ‘ Qualified period
Y
Country level ‘ Government ‘ KKB Secretariat ‘
\ [ ¥ =
Governmental Coordination Committee (KKB) Operative Staff ‘
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Emergency Management Center
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%% “Hungary — Disaster management structure; Organisational chart.“ European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civil/vademecum/hu/2-hu-1.html#orga>.
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Al5 ltaly

Civil Protection in Italy is an integrated sys-
tem allowing coordinated use of all available
State and private resources, closely mapping
the administrative organization of the coun-
try. Civil Protection policy is decided by either
the President of the Council of Ministers or his
appointed Minister of the Interior. The De-
partment of Civil Protection coordinates the
National Service as the arm of the Council
President, with eight main offices, each of
which is divided into two or more services
performing specific tasks. In the event of a
disaster the Department of Civil Protection

% “Italy — Disaster management structure; Organisational
chart.“ European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civil/vademecum
[it/2-it-1.html#orga>.
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assesses whether local resources are suffi-
cient, deploys extra resources as necessary,
and in extreme cases will take on operational
coordination itself.

Civil Protection activities are performed by
the National Service of Civil Protection com-
ponents and national operational structures,
i.e. the National Fire-Fighters Corps, the po-
lice and the armed forces, the State Forest
Corps, the Italian Red Cross, the National
Health Service, the National Alpine Rescue
Corps, volunteer forces, state administra-
tions, the regions, the provinces and munici-
palities, technical-scientific experts, and pri-
vate institutions and organizations. Rescue
operations are coordinated by the Operational
Committee including the administrations and
institutions involved at national and local
levels.
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Responsibility lies with the lowest possible
administrative level. Regions are responsible
for defining risk forecast and prevention pro-
grams; provinces are responsible for defining
and implementing the related emergency
plans; and municipalities are responsible for
the draft municipal emergency plan and co-
ordination of relief operations on their re-
spective territories, with the primary author-
ity within municipalities being the Mayor.
Coordination and operational activities are
carried out through a hierarchical organiza-
tion consisting of Municipal Operational Cen-
tres (COC) at the municipal level, Mixed Op-
erational Centres (COM) and Rescue Coordi-
nation Centres (CCS) at the provincial level,
Regional Operations Centres at the regional
level, and Command and Control Direction
(DICOMAC) at the national level. When in-
volved, DICOMAC takes up operations at or
near the site of the disaster. The Department
of Civil Protection has institutionalized the
National Situation Room (Sitl) at its prem-
ises, ensuring the 24 hour presence of the
National Service of Civil Protection.

Italy has many national Acts and Legislative
Decrees, determining the structure of Civil
Protection and the roles of the groups it es-
tablishes, including the National Service of
Civil Protection. Some of these laws also
regulate the international role of the Depart-
ment of Civil Protection, including its permis-
sion to exercise the same powers in an inter-
national role as for emergencies occurring on
Italian territory. Italy also maintains interna-
tional cooperation via several Dbilateral
agreements.

A6 Poland

The Council of Ministers is responsible for the
public order and internal security of the
State, and thus has power to declare a state
of emergency. In urgent cases, crisis man-
agement is exercised by the Minister of Inte-
rior, informing the Prime Minister of his ac-
tions. The Parliament and President act only
in extreme crises, as in the case of natural
disaster. The Government Crisis Management
Team (GCMT), chaired by the Prime Minister
with the Minister of the Interior and Admini-
stration and the Minister of National Defence
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as deputy chairs, assists the Council of Minis-
ters in crisis management. The main task of
the GCMT is advising the Council on initiating
and coordinating activities in the field of crisis
management, including Civil Emergency
Planning (CEP) at the national level, but the
GCMT also advises on resource allocation, the
national emergency response plan, and criti-
cal infrastructure protection plans. The Direc-
tor of the Government Centre for Security (a
new institution dealing with the coordination
of efforts in the field of crisis and emergency
management) is the secretary of the GCMT.
All Civil Protection advice is in line with the
Defence Response Plan (except in a period of
martial law). Each Minister is responsible for
actions in the field of CEP within their own
domain, while most emergency services are
subordinate to the Minister of the Interior and
Administration, the responsible entity for Civil
Protection.

Each administrative level has Crisis Manage-
ment Teams (CMT) to support the respective
lead authorities (not mandatory at the mu-
nicipal level). The provinces are headed by
representatives of the government, whose
main tasks are the coordination and preven-
tion of all types of hazards, the support of
efforts at self-governmental levels, and to
assist lower governmental levels if their re-
sources are inadequate. Municipal authorities
are responsible for all local public issues, in
particular fire protection and the maintenance
of public order. Additional responsibilities
include threat monitoring, early warning sys-
tems, alarms, and the coordination of rescue
operations and evacuations. The head of a
municipality defines Civil Protection tasks for
all institutions within the municipality, while
the owners of critical infrastructure are re-
sponsible for developing and conducting ac-
tivities and training in accordance with the
Crisis Management Act.

The legal framework for Civil Protection is
established by the national Constitution, and
is also largely provided by Acts including the
Crisis Management Act and the Act on the
State of Natural Disaster. Poland participates
in international Civil Protection through multi-
lateral and bilateral agreements with many
countries.
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Al.7 Romania

The National Committee for Emergency
Situations (NCES) is composed of decision-
making representatives, experts, and special-
ists designated by the Ministries, and it acts
under the direct guidance of the Minister of
Administration and the Interior, under the
coordination of the Prime Minister.

At the national level, the General Inspector-
ate for Emergency Situations (GIES) is the
authority responsible for coordinating the
implementation of emergency management
actions and measures within the country. The
GIES is part of the National Emergency Man-
agement System, a component of the Na-
tional Defence System, and is managed by a
General Inspector. The GIES was established
as a merger of the Civil Protection Command
and the General Inspectorate of Military Fire
Corps, and is responsible for coordinating all
organizations involved in the management of
emergencies according to international regu-
lations.

Institutions in the field of defence, public
order, and national safety must document
and submit potential emergency scenarios in
their respective domains to the GIES or, if
necessary, to the Minister of Administration
and the Interior or the Prime Minister. The
GIES communicates the decisions made by
the Government or by the National Commit-

5" “Poland — Disaster management structure; Organisa-
tional chart.“ European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civil/vademecum
/pl/2-pl-1.html#orga>.
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tee (through its Technical Secretariat) to the
central public administration authorities.

Operative Centres for Emergency Situations
are organized at the Ministerial level, while
other central public institutions with respon-
sibilities in emergency management are or-
ganized at the municipal (except the Bucha-
rest Municipality), city and commune levels.
Some of these centres are permanent (for
Ministries/institutions with complex functions
within the National Emergency Management
System), while others are temporary (active
only upon request of the National Committee
for Emergency Situations).

Committees for Emergency Situations exist at
all levels of administration in order to coordi-
nate across Ministries. The Ministerial/Central
Public Institutions’ Committees are chaired by
heads of the respective Ministries (Bucharest
Committee is chaired by the Prefect of Bu-
charest), county committees are chaired by
the county prefect, and local committees are
chaired by the mayor and endorsed by the
prefect.

Inter-agency coordination during emergen-
cies is managed by an “action commander”,
(nominated by the National, Ministerial or
County Committees; or the Bucharest Com-
mittee for Emergency Situations, depending
on the nature or the extent of the event or on
the number of forces involved). The action
commander may receive support from opera-
tive groups under relevant legislation.

At the county level, the Professional Public
Communitarian Services for Emergency
Situations represent the de-concentrated
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services and work as the Inspectorates for
Emergency Situations in the 41 coun-
ties/Bucharest. The Professional Communi-
tarian Services for Emergency Situations are
subordinate to the GIES and provide - in their
respective domains - guidance and control of
prevention and management of emergencies.

The legal basis for Civil Protection is largely
provided by the Civil Protection Act, along
with many Government Decisions (such as
Government Decision 21 which provides for

the National Emergency Management Sys-
tem), Ordinances, and Orders from the MoAl.
There are also Acts and MoAl Orders which
regulate the role of volunteer services, as
well as Government Decisions on the role of
NGOs. International participation in Civil Pro-
tection is determined by specific agreements
with other countries, and the GIES also takes
steps to sign agreements with other States.

Figure A.1.7: Organisational chart of Civil Protection in Romania®®

*8 “Romania — Disaster management structure; Organisational chart.“ European Commission 2 Sept. 2011
<http://ec.europa.eu/echo/civil_protection/civillvademecum/ro/2-ro-1.html#orga>.
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A.2 Workshop Programme

Telecommunications are of  paramount
importance for Civil Protection (CP) agencies

when dealing with the steadily growing number Workshop

of natural and man-made disasters. During .. .
emergencies there are often shortcomings in Space for Civil Protection
the gquantity and quality of available satellite

capacity and relevant services. The fragmented Venue:

nature of demand and supply leads to a lack of
standardisation and high costs. Against this

background, a consolidated effort is needed to European Space Policy Institute (ESPI) Programme
ensure that the development of new Palais Fanto

generations of services is in line with the Schwarzenbergplatz 6

stringent requirements of the cp (Entrance: Zaunergasse 1-3)

A-1030 Vienna, Austria
Tel +431 718 1118 -0 / Fax -99
www.espi.or.at

communications systems.

The ESA IAP programme in cooperation with
the Austrian Aeronautics and Space Agency,
and the European Space Policy Institute (ESPI)
is delighted to support the Austrian Federal
Ministry of the Interior (BM.I) in their initative
for the civil protection community. The
workshop intends to discuss possible ways to
enhance existing solutions wvia the use of
satellite-based services in the field of CP. On Participation upon
the first day, the workshop will reflect on invitation only
preliminary activities at European level.

The second workshop day shall provide the
opportunity for practitioners from the CP
community in Central and Eastern European
countries to share their experience and lessons
learned from previous disasters. In the course
of the followed roundtable session they will
review their national approaches to improve
the operational capabilities with regard to CP. ESPI, 5-6 May 2011

" ; - Vienna, Austria
The workshop aims at identifying the way 4

forward and the setting up of a rcadmap for
generating space-based user driven activities of
direct benefit to the European CP community.
Based on these results an ESPI report will be

published serving as policy advice for dealing RS @ ESPI BM Iﬁ
with the use of satellite-based services in the [ 1 e i
field of CP.
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FFG
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Speakers at the workshop (from left): Martin Keitsch (Federal Agency for Technical Relief, Germany), Cosmin Balcu (Sibiu
County Inspectorate for Emergency Situations, Romania), Michael Pregesbauer (Government of Lower Austria), Raed Arafat
(Ministry of Health, Romania), Marzia Santini (Department for Civil Protection, Italy), Amnon Ginati (ESA), Kinga Perge (Na-

tional Directorate General for Disaster Management, Hungary), Siegfried Jachs (Austrian Federal Ministry of the Interior) Char-
lotte Mathieu (ESA), Tomasz Kolodziejczyk (National HQ of the State Fire Service, Poland), Jakub Ryzenko (Space Research
Centre, Poland) Pierluigi Mancini (ESA), Mildred Trdgeler (ESPI), Tiphaine Schmitt (French Ministry of the Interior), Erich Klock
(ESPI), Kai-Uwe Schrogl (ESPI)
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