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[bookmark: _Toc79563910]Introduction
The “Management Requirements” (MR) document provides a set of requirements to the Consortium in charge of the Demonstration Project for the management of the project during its life cycle, i.e. from the Negotiation Meeting, which precedes the signature of the Contract, until the Final Review.
[bookmark: _Toc33078493][bookmark: _Toc79563911]OBJECTIVES OF THE ARTES 4.0 DOWNSTREAM APPLICATIONS DEMO PROJECTS
The objectives of ARTES 4.0 Downstream Applications demonstration projects (called hereinafter “demo projects”) are to: 
· Validate the business case and the associated technical solutions of the proposed user/customer-driven services
· Deliver a profitable and sustainable service after the conclusion of the demo project
· Show the key-need and added value of using at least one space-asset (i.e. Satcom or GNSS or Earth Observation or technology developed for the International Space Station).
The above objectives shall be achieved via the development of a “pre-operational service” to be validated by the pilot users in their relevant operational context.
[bookmark: _Toc33078495][bookmark: _Toc79563912]MILESTONE REVIEW MEETINGS (MRM) AND ASSOCIATED DELIVERABLE DOCUMENTS
The following paragraphs describe the sequence of Milestone Review Meetings (MRM) that will mark the implementation of the demo project. Through the sequence of MRM, ESA will monitor the progress of the contractual activities, assess the quality and completeness of the deliverables and, when relevant, will authorise the relevant milestone payments.
For each of the review meetings indicated below, the MR do also provide guidelines on:
· Their main purpose
· The applicable deliverables 
Each of the MRM shall be attended by at least one representative of each partner of the consortium (i.e. prime and sub-contractors). Representatives of users and customers are strongly invited to participate too.  
The documentation supporting each milestone review meeting shall be delivered to ESA no later than five (5) working days before the meeting takes place.
Besides the review meetings indicated below, additional technical meetings can be envisaged if required by the specific implementation approach proposed by the Contractor (e.g. in case of an AGILE approach this is quite often required).
The following documents shall be delivered at the different MRMs, as specified in section 4. of this document:
[bookmark: _Toc79563913]Business Plan (BP)
The purpose of the Business Plan is to explain how the project will lead to a business which generates a profit. As the project progresses, it gives the project team and ESA a common view of the financial planning for the business, for example how many units are expected to be sold in a year
[bookmark: _Toc79563914]Requirements Document (RD)
The purpose of the Requirements Document is to make sure that all the user’s needs are listed and agreed. These needs are turned into measurable requirements which can be later tested by the consortium in the System Verification Document
[bookmark: _Toc79563915]System and Service Architecture (SSA)
The purpose of the System and Service Architecture document is to specify the overall pilot system starting from the high-level architecture down to its constituent building blocks. The SSA shall describe the extent of development and/or integration of hardware, software and content elements and choice of the most appropriate system to be used in the project.
[bookmark: _Toc79563916]System Verification Document (SVD)
The purpose of the System Verification Document is to plan the repeatable tests which will show how the system meets the requirements set out in the Requirements Document. Once the tests have been planned, they will be run by the consortium and the results recorded and presented to ESA
[bookmark: _Toc79563917]Pilot Utilisation Plan (PilUP)
The Pilot Utilisation Plan is a practical guide to how the pilot shall be run. It demonstrates that the consortium has thought about the practical consequences of taking the product and services to the field. The Pilot stage of the project is one of the most hectic parts of the project and it’s easy to lose track of the objectives when trying to solve urgent issues. That’s where the KPIs come in. They help keeping the team focussed on what things are important, like getting great customer feedback scores and making sure that the product/service is used as much as possible during the Pilot	
[bookmark: _Toc79563918]Project Web Page (PWP)
The Project Web Page is intended for publication on the ESA Business Applications portal and shall not contain any proprietary information. Each month, starting from the publication of the Project Web page and ending with the conclusion of the contractual activities, the Contractor shall provide an updated version of the “Current Status” paragraph of the Project Web Page as part of the Monthly Progress Report	
[bookmark: _Toc79563919]Final Report (FREP)
The Final Report shall present in about 20-30 pages (pictures, Index and Appendix included) an overview of the activities carried out during the project. It is “the business visiting card” of the project presenting in a concise way the business idea and the service developed by the project, the main activities carried out during the project, highlighting the pilot results and the intended commercial roll-out strategy, the achievements and lessons learnt, any other relevant/important topics and it shall include a brochure of the product/service. The Final Report is intended for general audience and publication. Therefore, it shall not contain any sensitive information, nor complex technical details. It should provide some highly interesting or impactful pictures (e.g. users while they utilise the system during the pilot stage) and graphs, diagrams or tables as needed.
The templates to be used for the deliverable documents of the different MRMs, as well as the draft Agendas for the MRM, can be found at https://business.esa.int/documents.
[bookmark: _Toc33078496][bookmark: _Toc79563920]Milestone Review Meetings
The following Milestone Review Meetings (MRM) typically apply to a Demonstration Project that follows a waterfall development approach. The Contractor can follow an alternative approach, providing it is properly described in the Full Proposal and agreed by ESA.
An overview of the typical sequence of meetings (in line with a waterfall method) is presented in the following block diagram:
[image: ]

Figure 1 Sequence of Milestone Review Meetings
[bookmark: _Toc33078497][bookmark: _Toc79563921][bookmark: _Toc119555354]Negotiation Meeting (NM) 
The purpose of the Negotiation Meeting (NM) is to confirm that all points of clarification and negotiation raised by ESA have been successfully addressed, to discuss and agree on the project planning via the Project Bar Chart (PBC), to negotiate the contract and to review the activities for the next MRM. 
The NM is also the opportunity for the team to meet the ESA Technical Officer and create the basis for an effective working cooperation throughout the project duration.  
[bookmark: _Toc119555355][bookmark: _Toc33078498][bookmark: _Toc79563922]Baseline Design Review (BDR)
Between the NM and the Baseline Design Review (BDR) the Contractor shall finalise the User Needs and the User Requirements in cooperation with the pilot users and identify a mature set of System Requirements. Needs and Requirements will be described in the Requirement Document (RD). 
The RD is the key deliverable of the BDR milestone.
As part of the RD, a 2-page brochure shall be produced. The brochure shall be a concise yet stunning communications tool using attractive images. It shall give clear messages to your customers stating why your product/service is so great in a language which is correctly judged for your targeted customers.
Additional deliverables of the BDR are:
· The Project Web Page (PWP)
· An update of the Business Plan (BP) document to reflect the latest information, assumptions, and strategies in this living document 
· First Draft of the Service and System Architecture (SSA)
· The project planning via the Project Bar Chart (PBC)  
· In case of subcontractor(s), evidence that the contract(s) with subcontractor(s) are in place and signed
The successful completion of the BDR will mark the beginning of the design activities in preparation of the Critical Design Review (CDR) milestone. 
In preparation of the BDR, the Contractor may organise a User Workshop inviting the pilot Users and Customers, with the objective to consolidate and validate the RD.
[bookmark: _Toc33078499][bookmark: _Toc79563923]Critical Design Review (CDR)
At the end of the design and prior to the beginning of the procurement and development activities, the Critical Design Review (CDR) shall be carried out for finalising the System Requirements in the RD and present the design activities in the System and Service Architecture (SSA) document.
The SSA will also include a licensing assessment of the external SW / HW elements (e.g.: COTS) proposed to be integrated in the product / service. This assessment shall confirm the compatibility between the external components’ licenses and the licensing scheme proposed for the targeted product/ service. 
The SSA document is the key deliverable of the CDR milestone. 
The design activities shall demonstrate the adequacy and the readiness of the project to proceed with the procurement and development activities and shall include a review of the trade-off processes performed for the main design choices of hardware and software elements.
Additional deliverables due for the CDR are:
· The System Verification Document (SVD), including the Verification List and the Procedure List. Each test must have a clear pass/fail criterion. The Test Reports will be then compiled at next MRM
· The updated project planning via the Project Bar Chart (PBC)  
In the case that the activities due for BDR and those due for CDR could be effectively run in parallel with limited or no relevant risks (please note that there is no rule for this as it is very much specific to each project), the Contractor may propose to ESA to combine the two MRM (BDR+CDR) into one single meeting.   
[bookmark: _Toc33078500][bookmark: _Toc79563924]Factory Acceptance Test (FAT)
At the end of the development and integration activities and prior to starting the deployment of the pilot-demonstration system, the Contractor shall set up a Factory Acceptance Test (FAT) MRM devoted to demonstrating that the system/service is compliant with the set of requirements agreed at the BDR.
In preparation of the FAT, the Contractor shall fill-in the Test Reports section of the SVD with the complete set of results achieved during the internal verification activities. 
The SVD is the key deliverable of the FAT milestone. 
During the FAT, a subset of the tests agreed with ESA will be repeated in-front-of the ESA Technical Officer and the results will be attached to the minutes of the FAT meeting. 
Whenever practical, the verification session with ESA can take place via a web conference (e.g. WebEx) during which the contractor shall follow a test plan which involves navigating the user interface. This part of the verification session shall be documented via a video/screengrab to be added to the minutes of the milestone meeting.
Additional deliverables for the FAT are:
· An update of Pilot Utilisation Plan (PilUP) document 
· An update of the Business Plan (BP) document to reflect the latest information, assumptions, and strategies in this living document
· The updated project planning via the Project Bar Chart (PBC) 
· A Co-Funding Confirmation Arrangement (CFCA) from the prime stating that the co-funding arrangement for the Prime and any Sub Contractors declared in the full proposal is still available and expected to be so until completion of the activity

The successful completion of the FAT will kick-off the activities for the deployment of the pilot-demonstration system. 
[bookmark: _Toc33078501][bookmark: _Toc79563925]On-Site Acceptance Test (SAT)
Following the deployment of the pilot-demonstration system and prior to the beginning of the pilot-demonstration stage, the On-Site Acceptance Test (SAT) MRM is held. The purpose is twofold:
· To verify the readiness of the deployed service to start the pilot demonstration through the execution of a subset of the tests described in the SVD 
· Finalise and approve the PilUP with the utilisation baseline of the pilot activities agreed with the pilot users and final decision on the process to be used for the assessment of the service during the pilot operations including the methodology, the pilot objectives and the set of Key Performance Indicators (KPIs) that will measure the level of success of the pilot-demonstration activities
The SAT has two key deliverables: the SVD and the PilUP.
· The SVD documenting the verification of the pilot-demonstration system
· The PilUP to show the readiness of the project to kick-off the pilot activities together with the POSR layout
An additional deliverable of the SAT is the updated project planning via the Project Bar Chart (PBC).
During the SAT, a subset of the tests agreed with ESA will be repeated in-front-of the ESA Technical Officer and the results will be attached to the minutes of the SAT meeting. 
Whenever the level of technical and operational risks justifies a simplified approach, the Contractor and/or ESA may propose to combine the FAT and the SAT MRM in a single meeting. 
[bookmark: _Toc33078502][bookmark: _Toc79563926]Final Review (FR)
At the Final Review (FR) the Contractor shall present a global overview of the activities carried out during the project and summarise (within the PilUP document) the outcome of the pilot stage, including conclusions and recommendations gathered from the consortium and the pilot users. At the FR the Contractor shall also present the action plan associated with the service operational/commercial deployment, as applicable.
The key deliverables of the FR Review Milestone are:
· The Final Report (FREP), in which the Contractor, in 20 to 30 pages, shall present a summary of the activities carried out in the frame of the project. This document shall not contain commercially sensitive information
· Summary and Achievements (S&A) shall provide a concise overview of the project and its main achievements. This document will be used internally by ESA, and whenever needed for reporting to the National Delegations of the ESA Member States
· Single Slide Presentation (SSP) will provide a pitch about the project according to the following template:    https://business.esa.int/sites/business/files/SSP%20Template.pptx 
· The Final Data Package (FDP), consisting in an archive containing the latest version of all deliverables (BP, RD, PWP, SSA, SVD, PilUP, FREP, PBC, S&A), and the collection of Digital Media (DM) consisting of digital video, brochure and pictures aimed for the branding and marketing of the product(s) and service(s) developed
As part of the FR, a bilateral discussion between the project team and ESA about what worked and what not in the context of the project shall be carried out. The main points shall be recorded as part of the Minutes of the Meeting of the FR.
[bookmark: _Toc497124037][bookmark: _Toc497127268][bookmark: _Toc497131326][bookmark: _Toc497132431][bookmark: _Toc497132734][bookmark: _Toc497134008][bookmark: _Toc497134116][bookmark: _Toc497134173][bookmark: _Toc497134230][bookmark: _Toc497124038][bookmark: _Toc497127269][bookmark: _Toc497131327][bookmark: _Toc497132432][bookmark: _Toc497132735][bookmark: _Toc497134009][bookmark: _Toc497134117][bookmark: _Toc497134174][bookmark: _Toc497134231][bookmark: _Toc497124039][bookmark: _Toc497127270][bookmark: _Toc497131328][bookmark: _Toc497132433][bookmark: _Toc497132736][bookmark: _Toc497134010][bookmark: _Toc497134118][bookmark: _Toc497134175][bookmark: _Toc497134232][bookmark: _Toc497124040][bookmark: _Toc497127271][bookmark: _Toc497131329][bookmark: _Toc497132434][bookmark: _Toc497132737][bookmark: _Toc497134011][bookmark: _Toc497134119][bookmark: _Toc497134176][bookmark: _Toc497134233][bookmark: _Toc33078503][bookmark: _Toc79563927]Final Presentation Day
[bookmark: _Toc497127275][bookmark: _Toc497131333][bookmark: _Toc497132438][bookmark: _Toc497132741][bookmark: _Toc497134015][bookmark: _Toc497134123][bookmark: _Toc497134180][bookmark: _Toc497134237][bookmark: _Toc497127276][bookmark: _Toc497131334][bookmark: _Toc497132439][bookmark: _Toc497132742][bookmark: _Toc497134016][bookmark: _Toc497134124][bookmark: _Toc497134181][bookmark: _Toc497134238][bookmark: _Toc497127277][bookmark: _Toc497131335][bookmark: _Toc497132440][bookmark: _Toc497132743][bookmark: _Toc497134017][bookmark: _Toc497134125][bookmark: _Toc497134182][bookmark: _Toc497134239][bookmark: _Toc497127278][bookmark: _Toc497131336][bookmark: _Toc497132441][bookmark: _Toc497132744][bookmark: _Toc497134018][bookmark: _Toc497134126][bookmark: _Toc497134183][bookmark: _Toc497134240][bookmark: _Toc497127279][bookmark: _Toc497131337][bookmark: _Toc497132442][bookmark: _Toc497132745][bookmark: _Toc497134019][bookmark: _Toc497134127][bookmark: _Toc497134184][bookmark: _Toc497134241][bookmark: _Toc497127280][bookmark: _Toc497131338][bookmark: _Toc497132443][bookmark: _Toc497132746][bookmark: _Toc497134020][bookmark: _Toc497134128][bookmark: _Toc497134185][bookmark: _Toc497134242][bookmark: _Toc497127282][bookmark: _Toc497131340][bookmark: _Toc497132445][bookmark: _Toc497132748][bookmark: _Toc497134022][bookmark: _Toc497134130][bookmark: _Toc497134187][bookmark: _Toc497134244][bookmark: _Toc497127283][bookmark: _Toc497131341][bookmark: _Toc497132446][bookmark: _Toc497132749][bookmark: _Toc497134023][bookmark: _Toc497134131][bookmark: _Toc497134188][bookmark: _Toc497134245][bookmark: _Toc497127285][bookmark: _Toc497131343][bookmark: _Toc497132448][bookmark: _Toc497132751][bookmark: _Toc497134025][bookmark: _Toc497134133][bookmark: _Toc497134190][bookmark: _Toc497134247][bookmark: _Toc497127286][bookmark: _Toc497131344][bookmark: _Toc497132449][bookmark: _Toc497132752][bookmark: _Toc497134026][bookmark: _Toc497134134][bookmark: _Toc497134191][bookmark: _Toc497134248][bookmark: _Toc497127287][bookmark: _Toc497131345][bookmark: _Toc497132450][bookmark: _Toc497132753][bookmark: _Toc497134027][bookmark: _Toc497134135][bookmark: _Toc497134192][bookmark: _Toc497134249]On a regular basis, Final Presentations Days are organised at ESA (typically at ECSAT, UK or at ESTEC, NL) or at National Delegations’ premises to bring together the ESA Business Applications projects with the purpose of raising reciprocal awareness, promoting possible synergies and delivering presentations on specific themes of potential interest to the participants. The National Delegations of the respective projects are also invited by ESA to attend the Final Presentation Days. The Contractor shall attend and actively contribute with a presentation in one of the Final Presentations Days, to be decided in coordination with the ESA Technical Officer. The presentation made by the Contractor will be published on the ESA web site after the event, and therefore it shall not contain any proprietary information.
[bookmark: _Toc376501880][bookmark: _Toc497131349][bookmark: _Toc497132454][bookmark: _Toc497132757][bookmark: _Toc497134031][bookmark: _Toc497134139][bookmark: _Toc497134196][bookmark: _Toc497134253][bookmark: _Toc497131350][bookmark: _Toc497132455][bookmark: _Toc497132758][bookmark: _Toc497134032][bookmark: _Toc497134140][bookmark: _Toc497134197][bookmark: _Toc497134254][bookmark: _Toc497131351][bookmark: _Toc497132456][bookmark: _Toc497132759][bookmark: _Toc497134033][bookmark: _Toc497134141][bookmark: _Toc497134198][bookmark: _Toc497134255][bookmark: _Toc205277274][bookmark: _Toc205277334][bookmark: _Toc205277275][bookmark: _Toc205277335][bookmark: _Toc205277276][bookmark: _Toc205277336][bookmark: _Toc205277277][bookmark: _Toc205277337][bookmark: _Toc205277278][bookmark: _Toc205277338][bookmark: _Toc205277280][bookmark: _Toc205277340][bookmark: _Toc205277282][bookmark: _Toc205277342][bookmark: _Toc205277284][bookmark: _Toc205277344][bookmark: _Toc205277285][bookmark: _Toc205277345][bookmark: _Toc205277286][bookmark: _Toc205277346][bookmark: _Toc205277288][bookmark: _Toc205277348][bookmark: _Toc205277289][bookmark: _Toc205277349][bookmark: _Toc205277290][bookmark: _Toc205277350][bookmark: _Toc205277291][bookmark: _Toc205277351][bookmark: _Toc497131352][bookmark: _Toc497132457][bookmark: _Toc497132760][bookmark: _Toc497134034][bookmark: _Toc497134142][bookmark: _Toc497134199][bookmark: _Toc497134256][bookmark: _Toc497131353][bookmark: _Toc497132458][bookmark: _Toc497132761][bookmark: _Toc497134035][bookmark: _Toc497134143][bookmark: _Toc497134200][bookmark: _Toc497134257][bookmark: _Toc497131354][bookmark: _Toc497132459][bookmark: _Toc497132762][bookmark: _Toc497134036][bookmark: _Toc497134144][bookmark: _Toc497134201][bookmark: _Toc497134258][bookmark: _Toc33078504][bookmark: _Toc79563928]ADDITIONAL REQUIREMENTS 
[bookmark: _Toc33078505][bookmark: _Toc79563929]Document Confidentiality
All information (including deliverable documents) produced in the frame of the Activity shall correctly reflect the instructions in Annex C hereto “Instructions for the Protection of Unclassified Sensitive Information”.  
The Contractor acknowledges that all information in the frame of this activity is treated by ESA as Protection Level 1 (For Official Use) unless marked differently by the Contractor (e.g. “Proprietary Information”).  In such case the information will be treated accordingly to the marking applied (e.g. in confidence, please see Clause 52.2 of the ESA General Clauses and Conditions). 
Project Web Page and the Final Report shall not contain any “Proprietary Information”, since they are intended for un-restricted distribution.
[bookmark: _Toc497131357][bookmark: _Toc497132462][bookmark: _Toc497132765][bookmark: _Toc497134039][bookmark: _Toc497134147][bookmark: _Toc497134204][bookmark: _Toc497134261][bookmark: _Toc33078506][bookmark: _Toc79563930]Contractor Project Manager
The nominated Project Manager (PM) shall be responsible for the management and execution of all work to be performed and for the coordination and control of the work within the project team. The PM will be the official point of contact with the Agency during the execution of the work.
During the contract execution, the PM shall notify the Agency of any critical risk that may arise, analysing the cause, assessing the potential impacts on the project in terms of time, objectives and scope and formulating in the shortest possible time a mitigation strategy. 
[bookmark: _Toc33078507][bookmark: _Toc79563931]Reporting – Minutes of Meetings (MOM)
Written Minutes of Meetings attended by ESA shall be prepared and made available by the Contractor and have to be signed at the end of the meeting. The minutes shall clearly identify all agreements made and actions accepted together with, where relevant, an update of the Action Item List.
To establish a uniform and consistent procedure to identify the Action Items among the different ARTES 4.0 applications projects, the Contractor shall keep track of the Action Items adopting the following action identification scheme:
[bookmark: _Toc119555365]Action X.Y 
where X is the identifier of the meeting (0: Negotiation Meeting, 1:  First MRM, 2: Second MRM, etc.), and Y is the Action number starting from 01 at each new meeting. 
In case of urgent or critical problems, new Actions can be originated by the Agency and/or by the Contractor even outside the normal scheduled meetings.
[bookmark: _Toc497131360][bookmark: _Toc497132465][bookmark: _Toc497132768][bookmark: _Toc497134042][bookmark: _Toc497134150][bookmark: _Toc497134207][bookmark: _Toc497134264][bookmark: _Toc497131361][bookmark: _Toc497132466][bookmark: _Toc497132769][bookmark: _Toc497134043][bookmark: _Toc497134151][bookmark: _Toc497134208][bookmark: _Toc497134265][bookmark: _Toc33078508][bookmark: _Toc79563932]Reporting – Monthly Progress Reports (MPR)
The Contractor shall provide, within the first five working days of each month, a concise status report summarising the main activities performed in the last month, a list of the activities planned to be performed in the coming month, and any potential problems in the development and commercialisation programme and the corrective action planned or taken by the Contractor. 
Within the progress report, the updated Current Status paragraph to be inserted in the Project Web Page shall be provided. To the extent possible, the progress report and annexed documentation should be delivered in MS Word format by using the Distributed Project Collaboration Tool or as an attachment to email.
[bookmark: _Toc33078509][bookmark: _Toc79563933]Electronic Documentation
[bookmark: _Toc119555369]All documentation shall be delivered in electronic form, using preferably MS Word or Adobe Acrobat format with all pictures and tables embedded in the document. The documentation shall not impose limitations on the ability to be commented and printed.
[bookmark: _Toc33078510][bookmark: _Toc79563934]Distributed Project Collaboration Tool 
During the execution of the project the web-based project collaboration tool shall be used. This collaborative environment is intended to replace the usual electronic communication tools (e.g. E-Mail with attached document and/or FTP) within the project team and in the communication with ESA, as well as for recording and tracking Action Items. Credentials and guidelines for accessing the tool will be provided in due time, typically by the Negotiation Meeting.
[bookmark: _Toc30405194][bookmark: _Toc33078511][bookmark: _Toc79563935]Media Relations and Events
[bookmark: _Toc30405195]When issuing a press release about the contract award the following wording shall be included:
[bookmark: _Toc30405196]“This project is being co-funded by the European Space Agency under ARTES 4.0 Business Applications – Space Solutions.”
It is not allowed to claim that the product or service which is developed under this contract is endorsed/certified or approved/qualified (or any similar language) by the European Space Agency.
[bookmark: _Toc30405198][bookmark: _Toc31182449][bookmark: _Toc30405199][bookmark: _Toc31182450][bookmark: _Toc33078512][bookmark: _Toc79563936]Pilot Operations Summary Report (POSR)
Whenever agreed with the ESA Technical Officer, following the SAT and for the whole duration of the pilot-demonstration stage the Contractor shall deliver once every two weeks, unless otherwise agreed with ESA, an overview of the status of the pilot and associated utilisation in the form of the Pilot Operation Summary Report (POSR) Excel spreadsheet.
[bookmark: _Toc33078513][bookmark: _Toc79563937][bookmark: _Toc306092753][bookmark: _Toc306094047][bookmark: _Toc306094722][bookmark: _Toc306095934][bookmark: _Toc306096481]List of Deliverables
The items that will be delivered during the project are summarised in the table below.



	Acronym
	Deliverable
	Initial Submission
	Updating

	PBC
	Project Bar Chart
	within the proposal
	as part of the MPR and at reviews

	MPR
	Monthly Progress Report
	TO + 1 month
	every month, within first five working days

	MOM
	Minutes of Meetings
	NM
	every meeting

	RD
	Requirements Document
	within the proposal
	BDR

	SSA
	System and Service Architecture 
	within the proposal
	BDR, CDR

	PilUP
	Pilot-Demonstration Utilisation Plan 
	within the proposal
	FAT, SAT

	DM
	Digital Media (as part of the FDP)
	FR
	

	SVD
	System Verification Document 
	CDR
	FAT, SAT

	BP
	Business Plan 
	within the proposal
	BDR, other milestones as relevant

	POSR
	Pilot-Demonstration Operations Summary Report
	SAT
	Once every two weeks basis, unless otherwise agreed with ESA

	PWP
	Project Web Page
	BDR
	current Status to be updated as part of the Monthly Progress Report

	FREP
	Final Report
	FR
	

	FDP
	Final Data Package
	FR
	

	S&A
	Summary and Achievements
	FR
	

	SSP
	Single Slide Presentation
	FR
	

	HW
	Hardware and User Manuals
	FR
	

	SW
	Software and User Manuals
	FR
	


Table 1 List of deliverables
Each deliverable document shall include a title page reporting the project name, the contract number, the title of the document, a reference identifier, the author(s) and related organisation(s), the date of issue and the revision number.
[bookmark: _Toc33078514][bookmark: _Toc79563938]Annex A: Guidelines for THE DEVELOPMENT OF USER AND SYSTEM Requirements
This document is intended to serve as Guideline to develop Requirements during ARTES 4.0 Applications Projects.
Elements
The following diagramme shows the logical flow linking User Requirements with System Requirements. 
[image: Description: diagram_1st]
Logical separation of the requirements depending on the involvement of the different agents:
User Requirements – the “WHAT”
Proposed definition: Statement originated by the users describing the functions and capabilities that the system shall bring to them during its utilization
· Related to a process that the user must be able to accomplish using the system / service 
· Derived from the analysis of user expectations, problems, needs, constraints and scenarios.
· Originated by: users, based on an in-depth interaction with the designer. This dialogue helps to translate the user needs into verifiable user requirements.

System Requirements – the “HOW”
Proposed definition: Statement typically originated by the designer about what the system shall do and/or 	shall be to fulfil the User Requirements (e.g. associated to constraints, environment, operational and performance features)
· Derived from the user requirements, need to be verifiable and traceable to the user requirement.
· Originated by: designer/system engineer.

Ground rules applicable to both UR and SR
· They need to be agreed and meaningful for both users and designer (i.e. need of constant dialogue)
· They should be limited to a single thought, concise, simple and stated in a positive way
· In particular for SR, they shall be needed (i.e. responding to at least one UR) 
· They need to be verifiable and attainable
· Presented in formal documents
· Each requirement shall be accompanied by:
· Rationale: helps to understand and interpret the requirement, and to transform knowledge in project asset. Needs to be documented and linked to the requirement, likely in a design document (e.g. Design Justification File).
· Verification method: needs to be considered and documented while writing the requirements (e.g. some of the possible verification methods being Review of Design (RoD), Test (T), Simulation(S) etc.).
Hint: words such as “adequate, easy, high speed, maximise, minimise, quickly, robust, sufficient, use’-friendly” are likely to indicate unverifiable requirements and should not be used.
· Allocation: identify to which part of the system/subsystem applies a given requirement. This helps to identify possible internal interfaces, find redundant or inconsistent requirement and ensure completeness. 
· Traceability: needed to identify a requirement source, helps correct omissions, redundant or unnecessary requirements. Requirements can be traceable by assigning unique identifiers to each requirement. Traceability matrices can be used to quickly check the UR and SR dependences. 

Ground rules for Project Management towards Requirements process
· Inclusion of a Requirements Review in the projects, as part of the BDR. Characterized by the following:
· Includes the Users and Designers
· Gives the opportunity to the designer to explain the System Requirements and the associated rationale
· Collect User feedback on System Requirements
The following diagramme shows the different stages characterising a typical ARTES 4.0 Applications Demo Project. It highlights the different intermediate milestones with respect to the project stages, and the transition from User Requirements to System Requirements.
[image: ]
Tools for Requirements development and project evaluation
[bookmark: _Toc273873662][bookmark: _Toc273953363]In order to properly define, write and implement the User and System Requirements, several tools can be used for organizational purposes. One the possible methods to perform this task is the Quality Function Deployment (QFD), which helps the system designer(s) in order to ease and guide a correct requirements process.
[bookmark: _Toc33078516][bookmark: _Toc79563940]Annex B: List of Acronyms
	ARTES
	Advanced Research in Telecommunication Systems

	BASS
	Business Applications – Space Solutions

	BDR
	Baseline Design Review

	CFCA
	C-Funding Confirmation Arrangement

	BP
	Business Plan 

	CDR
	Critical Design Review

	COD
	Contract Outcome Data

	COTS
	Commercial Off The Shelf

	DM
	Digital Media (as part of the FDP)

	ESA
	European Space Agency

	FAT
	Factory Acceptance Test

	FDP
	Final Data Package

	FR
	Final Review

	FREP
	Final Report

	HW
	Hardware

	KPI
	Key Performance Indicator

	KSF
	Key Success Factor

	MOM
	Minutes of Meetings

	MPR
	Monthly Progress Report

	MR
	Management Requirements

	MRM
	Milestone Review Meeting

	NM
	Negotiation Meeting

	PBC
	Project detailed Bar Chart

	PBC
	Project Bar Chart

	PD
	Portable Demonstrator

	PilUP
	Pilot-Demonstration Utilisation Plan 

	PM
	Project Manager

	POSR
	Pilot-Demonstration Operations Summary Report

	PWP
	Project Web Page

	RD
	Requirements Document

	S&A
	Summary and Achievements

	SAT
	On-Site Acceptance Test

	SSA
	System and Service Architecture 

	SVD
	System Verification Document 

	SW
	Software
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INSTRUCTIONS REGARDING THE COMMON PROTECTION OF SENSITIVE UNCLASSIFIED INFORMATION IN ESA PROGRAMMES/PROJECTS

1. INTRODUCTION
The purpose of this document is to establish a uniform approach for the protection of sensitive unclassified information or assets in the scope of the programme/project.
The objective is to ensure a commensurate and adequate protection of sensitive unclassified information or assets from a need-to-know or need-to-access perspective.
The sensitive information or assets in the scope of the programme/project are identified either:
· by means of a security risk analysis process;
· because they are part of an export control framework (e.g., ITAR/EAR, European Export Control or National Export Control scheme);
· because the information entails personal sensitive information (i.a.w. the related national legislation); or
· because the information entails proprietary or commercially sensitive information.
This document aims to provide a set of requirements, to be jointly agreed between ESA and the Contractor, on the protection applicable to sensitive unclassified programme/project information or assets.
Any standard requirements addressing the proper management of other unclassified programme/project information are addressed in the management requirements document of the contract. In this sense, it is important to recall that from a security perspective even unclassified information or assets which are not considered as sensitive, are to be subject to the need-to-know principle and distributed only within the Programme itself or within the organisation (ESA or Contractor).
Programme information is only to be publicly released in accordance with the communication strategy defined in the management requirements document.
For the avoidance of doubt, nothing in this document shall be interpreted as amending or superseding the contractual obligations and the rights of the Parties specified in the contract for the Programme/Project, in particular with respect to the ownership, use and licensing of Intellectual Property Rights and disclosure of deliverables. In case of conflict between the requirements of this document and the contract, the latter shall prevail.

[bookmark: 2._Applicability]2. APPLICABILITY
CPoUREQ_010.  This document shall apply to any economic operator involved by contractual or pre-contractual unclassified activity in any of the phases of the Programme/Project.
[bookmark: 4._Protection_of_Sensitive_Unclassified_][bookmark: 4.1._General_Principles][bookmark: 3._Responsibilities]
3. RESPONSIBILITIES
CPoUREQ_020.     Contractors and Subcontractors shall:
· Ensure the correct implementation of the jointly agreed protective measures (see Section 5);
· Appoint a point of contact for matters related to the implementation of this document, who will be the interface for the ESA Information Security Officer; this role may be assigned to existing resources of the Contractor either in the project team or at Company level;
· Take appropriate action in the event of an actual or suspected compromise of Programme information, and to inform ESA about such incident.

4. PROTECTION OF SENSITIVE UNCLASSIFIED PROJECT INFORMATION OR ASSETS

4.1. General Principles

CPoUREQ_030.  Sensitive unclassified information or assets held, used or generated by the Contractor or Subcontractor in the scope of the programme/project shall be adequately marked and shall be handled and protected in conformity with the requirements of this document.

CPoUREQ_040.   Access to programme/project sensitive unclassified Information is given, based on an adequate sharing of information, and on the need-to-know principle, i.e. a positive determination is made by the issuer of the information, or the entity under whose responsibility the information is issued, that a prospective recipient is eligible for access to, knowledge of or possession of this information in order to perform tasks or services in the scope of the contract. The need-to-know principle shall respect the contractual obligations and the rights of the Parties specified in the contract for the programme/project, in particular with respect to the ownership, use and licensing of intellectual property rights and disclosure of deliverables

CPoUREQ_050.   Sensitive unclassified information or assets shall be determined by the outcome of a security risk assessment, with the identification of the potential damage the unwanted disclosure, loss of integrity or loss of availability or loss of confidentiality of this information could cause to the Programme Participants.

[bookmark: 4.2._Marking_Matrix_and_Protective_Measu][bookmark: 4.2.1._ESA_Unclassified_Protective_Marki]CPoUREQ_060.    Sensitive programme/project unclassified information shall, by preference,
be exchanged by electronic means, and such transmission shall be protected in accordance with the provisions of this document.

CPoUREQ_070.    Systems developed in the scope of the programme/project with Communication and Information System (CIS) or Information Security (INFOSEC) solutions and/or tools selected shall observe cyber best practices to security the system(s) and/or selected solutions/tools against intentional and unintentional threats.

4.2.1. ESA Unclassified Protective Markings and Assigned Protection Levels

The table below provides an overview of the Unclassified Protective Markings and assigned Protective Levels which are applicable for ESA. This table is to be used as benchmark to map the Contractor’s or Subcontractor’s company-internal markings against ESA’s, to establish the Equivalence Matrix. 

	PROTECTION LEVEL
	PROTECTIVE
MARKING
	SENSITIVITY

	No Protection
	ESA UNCLASSIFIED – Releasable to the Public
	No sensitivity

	PL1
	ESA UNCLASSIFIED –
For ESA Official Use Only
	Unauthorised disclosure, integrity or availability shortfall is undesirable

	PL2
	ESA UNCLASSIFIED –
Limited Distribution
	Unauthorised disclosure, integrity or availability shortfall could have a negative impact on the interests of ESA and/or one or more of its Member States
or
Unauthorised disclosure, integrity or availability shortfall could have legal consequences for ESA.

	PL2
	ESA UNCLASSIFIED –
Sensitive Personal Data
	Unauthorised disclosure, or integrity shortfall could have legal consequences for ESA


[bookmark: _Ref67048838]Table 1 - ESA Protection Levels for UNCLASSIFIED Markings
[bookmark: 4.2.2._Minimum_Protective_Measures]
4.2.2. Minimum Protective Measures
Protection Level 2 is used for information that is considered to have a higher sensitivity level, and due to its nature, this information is subject to a basic protective measure. In addition to any agreed identified sensitive project/programme-specific information, this protection level is compulsory for information which contains in part(s) or as a whole, information which is subject to export control legislation or rules (e.g. ITAR, EAR, European Export Control, national export control), for information which contains Sensitive Personal Data (i.a.w. the ESA Personal Data Protection framework and the relevant national legislation on the protection of personal data, e.g. the relevant EU regulations like GDPR), for information identified as proprietary information, for commercially sensitive information and for certain information in the scope of the procurement process.

[bookmark: 4.2.2.1._Protective_Measures]4.2.2.1. Protective Measures
CPoUREQ_090. The contractor shall apply the minimum protective measures for sensitive unclassified information as defined below:
1. Establish and apply a dedicated need-to-know policy;
2. Identify the sensitive unclassified information by means of a security risk assessment;
3. Identify the information which is per definition sensitive unclassified information:
a. Information subject to export control legislation or regulations
b. Information containing sensitive personal data
4. Mark Information subject to export control legislation or regulations: if the Contractor’s company-internal marking does not explicitly indicate this, an additional, clearly visible annotation shall be foreseen on the front page of the document, indicating that the document contains information which is subject to export control legislation or regulations;
5. Downgrading to standard unclassified information level only when agreed with the Agency;
6. Mark Information clearly on every page;
7. [bookmark: 5._Information_Security_Management_Plan_]It’s the sender’s responsibility to point out to the addressee/recipient(s) (e.g., addressees and meeting participants):
a. the sensitivity level of the information;
b. the relevant protective measures that apply;
c. any further distribution limitations that apply;
d. not to make this information publicly available.

8. The use of annotations or caveats to limit/control distribution is strongly recommended;
9. Files of this type of information can only be stored on laptops, portable devices or PCs when encrypted (at least file encryption);

10. Files of this type may be hosted in approved data bases, repositories or document management systems;

11. Preferred way to exchange: electronically, provided that the content is encrypted with a solution agreed between ESA and the Contractor;

12. Physical exchange (surface mail) requires the application of the double wrapping/envelope approach, the outer one having the detailed address of the named recipient, and the inner one bearing the protective marking;

13. Destruction:  
a. Paper/CD/DVDs are to be shredded with a device approved for this level of information.
b. Electronic files must be removed with an approved deletion tool.

14. This type of information can be discussed during teleconferences and videoconferences, under the control/supervision of the meeting organiser or chairperson, provided due diligence is applied for eavesdropping and overlooking. The protection of conferencing content over VOIP shall be mutually agreed between ESA and the Contractor.


5. INFORMATION SECURITY MANAGEMENT PLAN (ISMP)

CPoUREQ_100.         The Contractor or Subcontractor shall establish an Information Security Management Plan in the scope of the Programme/Project, that, as a minimum:
a) establishes the Programme/Project need-to-know policy and the inherent implementation plan, demonstrating how Programme/Project information is controlled;
b) contains the equivalence Marking Matrix, mapping the Contractor’s or Subcontractor’s company-internal protective markings against the ESA Unclassified Protective Markings;
c) lists the applied and agreed protection measures and procedures, demonstrating how sensitive unclassified Programme/Project is adequately protected in a uniform way, in accordance with the agreed minimum protective measures;
d) identifies the Contractor’s or Subcontractor’s point of contact for security matters;
e) establishes the applicable procedure for the reporting of an actual or suspected compromise of Programme/Project information to ESA.

[bookmark: 5.1._List_of_Identified_Sensitive_Unclas]5.1. List of Identified Sensitive Unclassified Information and Assets
CPoUREQ_110.      The Contractor shall generate the jointly agreed list reflecting the deliverable information and assets which is identified as sensitive unclassified.
CPoUREQ_120.         The list shall be maintained and updated as required and agreed with the Agency.
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